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Elixir implementation of the Machine Payments Protocol (MPP) — HTTP 402 payment middleware for AI agents and machine-to-machine commerce.
What is MPP?
MPP is an open standard for machine-to-machine payments via HTTP 402, co-developed by Stripe and Tempo Labs. It enables any API to charge per-request without user accounts, API keys, or signup flows.
Payment is authentication. An agent hits your endpoint, gets a 402 challenge, pays, and receives the response — all in a single HTTP roundtrip.
How It Works
Client                                    Server
  │                                         │
  │─── GET /api/data ──────────────────────►│
  │                                         │
  │◄── 402 Payment Required ───────────────│
  │    WWW-Authenticate: Payment            │
  │    (challenge with price + method)      │
  │                                         │
  │    [Client fulfills payment]            │
  │                                         │
  │─── GET /api/data ──────────────────────►│
  │    Authorization: Payment <credential>  │
  │                                         │
  │◄── 200 OK + Payment-Receipt ───────────│
  │    (resource + proof of payment)        │
  │                                         │
Quick Start
Mount MPP.Plug in your Phoenix router to gate any endpoint behind payment:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :paid do
    plug MPP.Plug,
      secret_key: "your-hmac-secret",
      realm: "api.example.com",
      method: MPP.Methods.Stripe,
      amount: "5000",
      currency: "usd",
      method_config: %{
        "stripe_secret_key" => "sk_test_...",
        "network_id" => "profile_1Mqx...",
        "payment_method_types" => ["card"]
      }
  end

  scope "/premium", MyAppWeb do
    pipe_through [:api, :paid]
    get "/data", DataController, :show
  end
end
Tempo (Stablecoins)
pipeline :paid_tempo do
  plug MPP.Plug,
    secret_key: "your-hmac-secret",
    realm: "api.example.com",
    method: MPP.Methods.Tempo,
    amount: "1000000",
    currency: "0x...(pathUSD token address)",
    recipient: "0x...your-address",
    method_config: %{
      "rpc_url" => "https://rpc.tempo.xyz",
      "chain_id" => 4217,
      "fee_payer" => true,
      # Either use a local fee-payer key...
      "fee_payer_private_key" => "0x...",
      # ...or delegate co-signing to a hosted eth_fillTransaction endpoint.
      # "fee_payer_url" => "https://sponsor.example.com",
      "fee_token" => "0x...(fee token address)",
      "wait_for_confirmation" => false,
      "memo" => "0x...(optional 32-byte memo)"
    }
end
EVM (Ethereum, Base, Polygon, etc.)
pipeline :paid_evm do
  plug MPP.Plug,
    secret_key: "your-hmac-secret",
    realm: "api.example.com",
    method: MPP.Methods.EVM,
    amount: "1000000",
    currency: "0xA0b86991c6218b36c1d19D4a2e9Eb0cE3606eB48",
    recipient: "0x...your-address",
    method_config: %{
      "rpc_url" => "https://mainnet.infura.io/v3/YOUR_KEY",
      "chain_id" => 1
    }
end
Currency is the ERC-20 token contract address (e.g., USDC above). For native ETH, use "ETH" or the zero address. The client broadcasts a transaction, then sends the hash as a credential.
Replay protection is on by default. When you don't configure a "store", MPP uses the app-started MPP.Tempo.ConCacheStore so each transaction hash is accepted only once out of the box. For multi-node deployments, configure method_config["store"] with a shared MPP.Tempo.Store implementation (Redis, Postgres, …); a configured store must implement the atomic check_and_mark/2. Pass store: false (Plug opt) or "store" => false (method_config) to explicitly opt out of dedup — not recommended.
Multi-Method (Stripe + Tempo)
Offer multiple payment options in a single 402 response — the agent picks whichever it can pay with:
pipeline :paid_multi do
  plug MPP.Plug,
    secret_key: "your-hmac-secret",
    realm: "api.example.com",
    methods: [
      [
        method: MPP.Methods.Stripe,
        amount: "5000",
        currency: "usd",
        method_config: %{"stripe_secret_key" => "sk_test_..."}
      ],
      [
        method: MPP.Methods.Tempo,
        amount: "5000000",
        currency: "0x...(pathUSD)",
        recipient: "0x...",
        method_config: %{"rpc_url" => "https://rpc.tempo.xyz"}
      ]
    ]
end
Requests without payment get a 402 Payment Required with a challenge. Requests with a valid Authorization: Payment credential pass through with a Payment-Receipt header and the receipt in conn.assigns[:mpp_receipt].
Each route can have its own pricing — just mount MPP.Plug with different amount/currency per pipeline or scope.
What This Means for Your API
Today, monetizing an API means building a billing system: user accounts, API key provisioning, usage tracking, rate limiting, a pricing page, a dashboard. That's months of work before you earn a cent.
With MPP, you add one Plug to your router and your API charges per-request. No accounts. No API keys. No billing infrastructure. The payment is the authentication.
Use cases:
	Charge $0.01 per AI inference call
	Charge $0.50 per premium data query
	Charge $5.00 per document generation
	Different prices per route — one Plug per endpoint

For AI agents: Your API becomes callable by any agent with a wallet. No onboarding flow, no API key provisioning, no approval process. The agent discovers the price from the 402 response, pays, and gets the resource. That's it — your API just acquired a customer in one HTTP roundtrip.
Why MPP?
	No user management. No accounts, no API keys, no dashboards, no onboarding. The 402 flow handles auth and billing in one protocol.
	Agent-native. AI agents can't click buttons or fill out forms. They can make HTTP requests and hold wallets. MPP meets agents where they are.
	Sticky by default. When your API is a line of code in a deployed system, the switching cost is engineering hours — not emotional preference.
	Payment-method agnostic. Stripe cards, stablecoins, on-chain tokens, Lightning — all pluggable via the same Method behaviour.

Payment Methods
	Method	Protocol	Settlement	Status
	Stripe	MPP	Fiat (cards, wallets)	v0.1.0
	Tempo	MPP	Stablecoins (TIP-20)	v0.2.0
	EVM	MPP	Any EVM chain (ETH, USDC, ERC-20)	v0.3.0
	Lightning	MPP	Bitcoin (BOLT11)	Future

The server can offer multiple payment methods in a single 402 response. The agent picks whichever it can pay with.
Tempo capabilities: Local or hosted fee-payer co-signing (server sponsors gas), fee-token allowlists, optimistic broadcast (respond before block inclusion), memo matching for transaction tagging, zero-amount proof credentials, delegated access-key proof authorization, opt-in presenter-identity binding for hash/transaction credentials, and pluggable dedup stores with a built-in ETS+TTL option via ConCache.
Tempo security note: Challenges expire by default. On routes without a configured static memo, Tempo payments must use challenge-bound attribution metadata; plain transfers are rejected by the hardened verifier. Sponsored transactions are bounded by fee-payer gas policy and returned hosted fee tokens are checked against the sponsor allowlist before broadcast. Setting "require_presenter_binding" => true in the Tempo method_config additionally requires hash/transaction credential presenters to prove control of the transfer sender's wallet with a "presenterSignature" (the proof path's EIP-712 envelope, signed by the sender wallet or an authorized access key; the client signs MPP.Methods.Tempo.Proof.hash/1 typed data) — closing the front-running residual documented in GHSA-34g7-vx6g-82mq. The requirement is advertised as "presenterBinding": true in the 402 method details. Opt-in because neither reference SDK binds the presenter on the hash path.
Tempo networks: Mainnet (chain ID 4217, rpc.tempo.xyz) | Testnet (Moderato) (chain ID 42431, rpc.moderato.tempo.xyz)
Modules
	Module	Purpose
	MPP.Plug	Plug middleware — the main integration point
	MPP.Plug.Config	Validated endpoint config (shared settings + method entries)
	MPP.Plug.MethodEntry	Per-method config within a multi-method endpoint
	MPP.Challenge	HMAC-SHA256 bound challenge creation/verification
	MPP.Credential	Payment credential encoding/decoding
	MPP.Receipt	Proof-of-payment receipt serialization
	MPP.Headers	WWW-Authenticate (incl. multi-challenge), Authorization, Payment-Receipt headers
	MPP.AcceptPayment	Accept-Payment client-preference header: parse, format, rank, apply_header
	MPP.Errors	RFC 9457 Problem Detail error types (incl. session error types)
	MPP.Verifier	Transport-neutral verification pipeline (HMAC, realm, expiry, request match, method.verify)
	MPP.JCS	RFC 8785 JSON Canonicalization (MPP subset) for cross-SDK HMAC interop
	MPP.BodyDigest	SHA-256 body digest compute/verify for request body binding
	MPP.Amount	Amount/decimals helpers: parse_units, with_base_units, parse_dollar_amount
	MPP.Expires	Expiration helpers: seconds, minutes, hours, days, weeks, months, years, assert!
	MPP.DID	DID helpers for EVM credential sources
	MPP.Method	Behaviour for pluggable payment methods
	MPP.Intents.Charge	Charge intent request schema
	MPP.Methods.Stripe	Stripe SPT payment verification
	MPP.Methods.Tempo	Tempo on-chain TIP-20 transfer verification via onchain_tempo
	MPP.Methods.Tempo.FeePayerPolicy	Fee-payer gas and fee-token sponsorship policy
	MPP.Methods.Tempo.HostedFeePayer	Hosted eth_fillTransaction fee-payer fill support
	MPP.Methods.Tempo.Proof	EIP-712 proof credentials for zero-amount Tempo flows
	MPP.Methods.Tempo.SessionReceipt	Tempo session receipt wire format
	MPP.Methods.EVM	Generic EVM on-chain transfer verification (any chain) via onchain
	MPP.Tempo.Store	Behaviour for pluggable transaction dedup stores
	MPP.Tempo.ConCacheStore	Built-in ETS dedup store with TTL via ConCache
	MPP.Telemetry	Server-side payment telemetry events for challenges, verification, and receipts
	MPP.Mcp	MCP (JSON-RPC) transport: error codes, meta keys, server/client helpers
	MPP.Client.PaymentProvider	Behaviour for client-side payment providers (supports?/3, pay/2)
	MPP.Client.MultiProvider	Multi-provider dispatch with first-match routing
	MPP.Client.Transport	Client transport behaviour — 402 detection, challenge fetch, credential attach
	MPP.Client.Transport.HTTP	HTTP transport over Req
	MPP.Client.AcceptPolicy	Gates Accept-Payment header injection on outgoing requests

Installation
def deps do
  [
    {:mpp, "~> 0.10.0"}
  ]
end
onchain, onchain_tempo, and con_cache are pulled in automatically — no extra setup for EVM, Tempo, or the built-in MPP.Tempo.ConCacheStore dedup store.
Live Example
Strip0x — blockchain tools API using MPP with Tempo payments. $0.0001 per paid request (100 base units USDC.e on Tempo mainnet).
# Free endpoint (no payment needed)
curl "https://strip0x.com/api/hex/encode?value=hello"

# See the 402 challenge on a paid endpoint
curl -i "https://strip0x.com/api/address/validate?address=0xd8dA6BF26964aF9D7eEd9e03E53415D37aA96045"

# Pay and get the response (~2s round-trip including on-chain settlement)
tempo request -t -X GET "https://strip0x.com/api/address/validate?address=0xd8dA6BF26964aF9D7eEd9e03E53415D37aA96045"

# Machine-readable discovery (OpenAPI 3.1 with x-payment-info extensions)
curl https://strip0x.com/openapi.json

Observed latency: ~2s end-to-end for a paid request (402 challenge + Tempo on-chain TIP-20 transfer + credential retry). Free endpoints respond in ~70ms (network only — business logic is sub-10μs on the BEAM).
Try it and open an issue if anything breaks.
Continuous Integration
Two GitHub Actions workflows gate the repo (Elixir/OTP pinned via .tool-versions,
so CI never drifts from local mix format):
	CI (.github/workflows/ci.yml) — runs on every push/PR to development and
main: format check, --warnings-as-errors compile, Credo strict, Doctor,
Sobelow, tests with a 95% coverage gate, and Dialyzer. Mirrors mix precommit.full.

	Integration (.github/workflows/integration.yml) — runs the credential-gated
:integration suite nightly (and on PR / manual dispatch). These live round-trips
catch the bug class unit tests are blind to (wrong gas limit, wrong request shape,
on-chain accounting drift). It requires the following repo secrets — when any are
absent the suite flunks loudly rather than reporting a green 0-test run:
	Secret	Purpose
	TEMPO_RPC_URL	Moderato testnet RPC (https://rpc.moderato.tempo.xyz)
	STRIPE_SECRET_KEY	Stripe test-mode secret key (sk_test_…)
	ETH_SEPOLIA_RPC_URL / ETH_SEPOLIA_PRIVATE_KEY	Sepolia RPC + funded key
	EVM_RPC_URL / EVM_PRIVATE_KEY	Generic EVM RPC + funded key (falls back to Sepolia)



A third workflow, Code Scanning (.github/workflows/code-scanning.yml), uploads
Sobelow findings to the Security → Code scanning tab (CodeQL has no Elixir support).
Security vulnerabilities should be reported privately — see SECURITY.md.
References
	MPP Specification — IETF draft, core protocol
	x402 Documentation — On-chain payment standard
	Stripe MPP Announcement — Stripe's agent commerce vision
	mpp.dev — Protocol overview and SDK links

License
MIT — see LICENSE for details.


  

    Changelog

All notable changes to this project will be documented in this file.
Per-task history (acceptance criteria, scoring, decision notes) lives in roadmap/tasks.toml — query with rmap show <id> or read roadmap/data.json. This file is curated release notes only.

[0.10.0] - 2026-07-08
Internal refactor — shared-helper de-duplication and MPP.Headers split (no runtime behavior change; the Accept-Payment API move below is the one breaking surface). Extracted copy-pasted internal helpers into three small modules: MPP.Hex (strip_0x/1, hex_string?/1), MPP.Methods.Shared (require_config/3, check_receipt_status/1, parse_charge_amount/1), and MPP.Codec (decode_base64_json/1), removing the duplication across the payment-method and wire-format modules. The 900-line MPP.Headers was split: the Accept-Payment parse/format/rank algorithm moved to its own MPP.AcceptPayment module, and the byte-level multi-scheme boundary state machine moved to an internal MPP.Headers.SchemeSplitter, leaving MPP.Headers focused on the challenge/credential/receipt wire format.
Breaking (moved API) — Accept-Payment functions relocated to MPP.AcceptPayment. The four public functions moved out of MPP.Headers and were renamed to drop the now-redundant suffix: MPP.Headers.parse_accept_payment/1 → MPP.AcceptPayment.parse/1, apply_accept_payment_header/3 → apply_header/3, format_accept_payment/1 → format/1, rank_by_accept_payment/2,3 → rank/2,3. Behavior is identical; the progressive-discovery key moves from MPP.describe(:headers) to MPP.describe(:accept_payment). Update any direct callers to the new module.
Parse-time input validation for challenges (reference-SDK parity). MPP.Headers.parse_challenge/1 and the echoed-challenge decode paths (MPP.Credential.decode/1, MPP.Mcp) now validate challenge field shapes at parse time instead of deferring to a downstream mismatch, via a shared MPP.Challenge.validate_fields/1: id must be non-empty, method must match the spec ABNF payment-method-id = 1*LOWERALPHA (lowercase ASCII letters only — following mpp-rs; mppx's looser [a-z0-9:_-] regex diverges from the spec), request must base64url-decode to a JSON object, and digest (when present) must start with sha-256=. The header/credential paths return distinct error atoms (:empty_id, :invalid_method, :invalid_request, :invalid_digest); the MCP transport keeps its coarse :invalid_challenge. MPP.Verifier now reports a malformed (non-ISO-8601) expires as a credential_mismatch distinct from an actual payment_expired, and MPP.JCS.canonicalize/1 raises ArgumentError on a non-string map key per its RFC 8785 contract. Raw wire bytes are never altered — validation only inspects shape, so HMAC binding is unaffected.
Audit hardening on the above (dual-reviewer pass). MPP.Credential.decode/1 now also rejects a non-string optional field (description/digest/expires/opaque in the echoed challenge, or the top-level source) with :invalid_optional_field — previously such a credential decoded successfully and crashed the verifier downstream (HMAC input join / ISO-8601 parse) on attacker-supplied wire bytes; mppx (z.optional(z.string())) and mpp-rs (serde Option<String>) both reject these shapes at deserialization. MPP.Mcp's JCS pre-check now rejects non-string map keys in a native request so they surface as :invalid_challenge instead of leaking the new MPP.JCS.canonicalize/1 raise. MPP.Plug.init/1 raises at boot when a configured method_name/0 falls outside the spec ABNF 1*LOWERALPHA — such a config would emit challenges that no compliant client (including this library's own parse paths) can parse.
[0.9.0] - 2026-07-08
Security (fee-payer intrinsic-gas hardening — closes an open item in the published gas-drain family). MPP.Methods.Tempo.FeePayerPolicy now rejects two non-canonical shapes in the client-signed 0x76 envelope before the server co-signs, matching mppx #602 (fix-fee-payer-intrinsic-gas): (1) any call carrying a nonzero native value, and (2) non-canonical calldata for the recognized TIP-20 / stablecoin-DEX calls (transfer, approve, transferWithMemo, swapExactAmountOut) — trailing padding or non-canonical high-order bytes that raise the transaction's intrinsic gas (16 gas per byte, paid by the sponsor) without changing the decoded payment intent. Both are siblings of the already-published gas-draining advisories (GHSA-vv77-66rf-pm86, GHSA-vj8p-hp9x-gh47, GHSA-qpxh-ff8m-c62v) that the existing price/access-list ceilings did not cover, and which pre-broadcast eth_simulateV1 cannot catch (padded calldata still executes successfully, it just costs more). Safe-by-default: honest clients emit canonical, zero-value calls, so existing fee_payer: true deployments are protected without config changes. Unrecognized selectors are left to the separate call-scope gate. mpp-rs does not implement this check (its fee-payer path uses a different inline-envelope architecture).
[0.8.0] - 2026-07-08
Security (presenter-identity binding — closes the GHSA-34g7-vx6g-82mq residual). New opt-in Tempo method_config key "require_presenter_binding": when true, type="hash" and type="transaction" credentials must carry a "presenterSignature" — an EIP-712 signature over the same Proof typed data the type="proof" path uses (MPP domain v3, {account, challengeId, realm}) — produced by the transfer sender's wallet or one of its authorized access keys. This closes the advisory's documented residual: dedup on the hash/transaction paths is keyed on the tx hash alone, so a third party who observed a settled transfer could race its hash against their own fresh challenge; with binding enabled the presenter must prove control of the sender address (hash path: the credential's source DID is required and must match the matched transfer's from; transaction path: the account is the sender recovered from the signed 0x76 transaction, and a source, when present, must agree). The requirement is advertised to clients as "presenterBinding": true in the 402 challenge's method details, and a supplied presenterSignature is verified even when the flag is off. Off by default for interoperability: neither mpp-rs nor mppx binds the presenter on the hash path (both default the expected sender to the receipt's from — mpp-rs verify_hash, mppx Charge.ts hash branch), so this is a deliberate hardening extension beyond the reference SDKs.
[0.7.0] - 2026-07-08
Security (Accept-Payment DoS cap — mpp-rs #299 parity). MPP.Headers.parse_accept_payment/1 and apply_accept_payment_header/3 now ignore an Accept-Payment header larger than 16 KiB (@max_token_len) before splitting, extending the credential/receipt/challenge-request token cap to the fourth client-supplied parse surface. Oversized headers are treated as malformed (spec MAY-ignore): parsing returns [] and offer ranking is a no-op.
Security (replay protection on by default — issue #7). Dedup stores are now on by default across all three layers (MPP.Plug credential store, MPP.Methods.Tempo, MPP.Methods.EVM). When no :store / "store" is configured, the app-started MPP.Tempo.ConCacheStore is used automatically, so a fresh install rejects replays out of the box instead of silently allowing them — matching the reference SDKs (mpp-rs store: Some(MemoryStore::new()) in server/tempo.rs; mppx Store.from(store ?? Store.memory()) in tempo/server/Charge.ts). The :mpp application is now started (via mod: {MPP.Application, []} in mix.exs) to supervise that default store.
Security (atomic dedup contract required — GHSA-w8j7-7qc3-5f24 residual). A configured store MUST now implement the atomic check_and_mark/2; check_and_mark/2 is a required MPP.Tempo.Store callback and a store lacking it is rejected at Plug.init / validate_config! with an ArgumentError. The previous non-atomic get/1+put/2 fallback — which left a TOCTOU replay window for custom get/put-only stores — has been removed. The built-in ConCacheStore (atomic via ConCache row isolation) and both reference SDKs (mpp-rs put_if_absent fails closed on AtomicUnsupported; mppx atomic update) already meet this contract.
Breaking changes (0.7.0):
	Replay protection defaults to ON. Deployments that relied on the previous stateless (no-dedup) default must set store: false (Plug opt) / "store" => false (method_config) to explicitly opt out. store: nil/absent now means "use the default store," not "no dedup."
	Custom stores implementing only get/1 + put/2 are rejected at init — add an atomic check_and_mark/2, or use store: false to disable dedup.
	The :mpp application now starts a supervised process (the default ConCacheStore). A static Tempo "memo" combined with store: false is rejected (a static memo still requires single-use enforcement).

[0.6.4] - 2026-07-07
Security (Tempo static-memo hardening — GHSA-34g7-vx6g-82mq). A static "memo" in the Tempo method_config now requires a dedup "store" to be configured — MPP.Plug raises ArgumentError at init otherwise. A static memo pins attribution independently of the per-challenge nonce, so the dedup store provides the single-use guarantee for that configuration, matching the reference Rust SDK's store-on-by-default backstop. Routes using the default per-challenge attribution (no static memo) are unaffected. Configure MPP.Tempo.ConCacheStore (or {MPP.Tempo.ConCacheStore, opts}) in your supervision tree, or omit the static memo.
[0.6.3] - 2026-07-06
Security (EVM payment-proof single-use — GHSA-vp5h-xh25-44wf). MPP.Methods.EVM gains an optional "store" config (an MPP.Tempo.Store module, or {MPP.Tempo.ConCacheStore, opts}) that makes each on-chain transaction hash single-use, closing a payment-proof replay gap: the method previously matched a settled transfer only by token/to/amount with no single-use binding, and the generic MPP.Plug store keys on the per-402 challenge.id, so one settled transaction could satisfy repeated charges on a static-price route. The tx hash is now checked before on-chain verification and atomically committed (check_and_mark/2, with a non-atomic put/2 fallback) after — keyed on the canonical (lowercased) hash rather than the challenge id, mirroring the Tempo type="hash" path. Store misconfiguration is rejected at init via validate_config!. Configure a store with a TTL ≥ your challenge expiry; residual per-challenge on-chain attribution is provided by the EIP-3009 authorization path (roadmap).
Dependency updates. Transitive: plug 1.20.1 → 1.20.2, cowlib 2.17.1 → 2.18.0, hpax 1.0.3 → 1.0.4, makeup 1.2.1 → 1.2.2; dev-only ex_ast 0.12.5 → 0.12.7.
[0.6.2] - 2026-06-30
Protocol utilities. Added MPP.Expires for ISO 8601 challenge-expiration helpers and MPP.DID.evm_did/2 for did:pkh:eip155 credential-source identifiers.
Security. MPP.Plug now accepts an optional shared replay store for generic credential deduplication across non-Tempo methods, using the existing MPP.Tempo.Store interface and atomic check_and_mark/2 when available.
Security (Tempo + Stripe hardening — Task 46). Tempo gains EIP-712 proof v3 credentials (MPP.Methods.Tempo.Proof, type="proof") with wallet-bound signatures, optional store dedup, and zero-amount enforcement. Fee-payer co-signing now rejects fee tokens outside a per-chain allowlist (FeePayerPolicy.default_allowed_fee_tokens/1, overridable via fee_payer_allowed_fee_tokens). MPP.DID.parse_evm_did/1 validates hash-credential did:pkh sources. MPP.Methods.Tempo.SessionReceipt adds optional externalId (PaymentWitness parity). Stripe rejects credential externalId values that disagree with the route request (mppx #537).
Security (Tempo proof access keys — Task 69). Zero-amount Tempo proof verification now accepts active delegated access-key signatures through the Tempo AccountKeychain path when the direct signer is not the root wallet, and rejects stale or revoked access keys.
Security (Tempo hosted fee payer — Task 68). Tempo charge verification can delegate fee-payer co-signing to a hosted eth_fillTransaction endpoint via fee_payer_url, matching mppx fillHostedFeePayerTransaction. Returned feeToken values are checked against the same sponsor allowlist as local co-signing before broadcast.
[0.6.1] - 2026-06-29
Security (Tempo hash-credential dedup). The type="hash" credential path now commits its dedup mark through the store's atomic check_and_mark/2 — the same primitive the type="transaction" path already uses — matching the reference SDKs (mpp-rs Store::put_if_absent, mppx atomic markHashUsed). The mark still happens only after successful on-chain verification, so a transient receipt-RPC failure does not burn a legitimate hash; stores that do not implement check_and_mark/2 keep the documented best-effort fallback.
Security hardening parity. Verifier/Plug now issue expiring challenges by default, fail closed on missing/invalid expiration, require echoed digest/opaque values to match endpoint configuration, and MCP clients recognize payment-required result metadata via org.paymentauth/payment-required. Tempo validates declared payer source against the matched transfer sender and chain, verifies challenge-bound attribution metadata on unconfigured memo transfers, and provider/RPC/store failure details are sanitized before becoming public 402 responses. Breaking: credentials for newly-issued challenges must echo valid expiration data, and Tempo no-static-memo routes now require challenge-bound attribution metadata.
Development tooling. The dev baseline now pins Elixir 1.20.2-otp-29, adds ex_slop and reach to mix precommit.full, refreshes the generated agent instructions, and includes MCP config for Cursor/Codex/Grok agents. Tempo's unsupported-eth_simulateV1 degraded-mode log is now a warning so missing node support is visible during operations.
[0.6.0] - 2026-06-24
CI / security scaffolding. The repo gains GitHub Actions CI — previously it had none. A base CI workflow gates every push/PR to development/main with the full check stack (format, --warnings-as-errors compile, Credo strict, Doctor, Sobelow, tests at a 95% coverage floor, Dialyzer), mirroring mix precommit.full; an Integration workflow runs the credential-gated :integration suite nightly (and on PR / manual dispatch), flunking loudly when secrets are absent rather than reporting a green 0-test run. A Code Scanning workflow uploads Sobelow findings to the Security tab as SARIF (CodeQL has no Elixir support), plus a Dependabot config (weekly Hex + Actions updates) and an expanded SECURITY.md scope. Elixir/OTP are pinned via .tool-versions so CI never drifts from local mix format output.
Security (Tempo fee-payer gas draining). When the server acts as fee payer it now validates the client-signed 0x76 envelope's gas economics before co-signing, closing two reported gas-draining vectors (GHSA-vv77-66rf-pm86, GHSA-qpxh-ff8m-c62v): unbounded max_fee_per_gas/max_priority_fee_per_gas and access-list padding. A new MPP.Methods.Tempo.FeePayerPolicy bounds gas_limit, max_fee_per_gas, max_priority_fee_per_gas, the gas × max_fee_per_gas total-fee budget, and rejects non-empty access lists. Cross-checking against the mppx and mpp-rs reference SDKs surfaced a further defense both enforce that we were missing — folded in here: the sponsored transaction must use the expiring nonce key and declare a valid_before that is in the future and within max_validity_window_seconds (default 15 min), so a client cannot hold a co-signed sponsorship broadcastable far into the future. All ceilings (gas economics + validity window) default to the reference-SDK values (per-chain; Moderato gets a higher priority-fee ceiling) and are overridable via method_config["fee_payer_policy"]. Safe-by-default — existing fee_payer: true deployments are protected without config changes. Complementing this static policy, the server now pre-simulates the full co-signed sponsored transaction via eth_simulateV1 before broadcasting — on both the synchronous and optimistic paths: a transaction that would revert on-chain is rejected before the sponsor commits any gas, a node without eth_simulateV1 (JSON-RPC -32601) degrades gracefully, and any other RPC error fails closed. This covers the residual class that static gas bounds cannot — a gas_limit set too low to complete execution. The onchain_tempo floor is raised to ~> 0.7 (lock 0.7.0) for the sender-recovery + Onchain.Tempo.RPC.simulate/3 primitives MPP.Methods.Tempo calls directly; the reference SDKs name the method tempo_simulateV1, but Tempo deploys the AA-aware EVM-standard eth_simulateV1 (both mainnet and Moderato return -32601 for the former).
Dependency updates. Runtime: req ~> 0.5.17 → ~> 0.6.1 (cascades transitive finch ~> 0.17 → ~> 0.21/0.22; MPP uses only the stable Req.request/2 + Req.Response/Req.Request surface, no code changes). Dev/test JS tooling moved as a set now that quickbeam relaxed its constraints: quickbeam 0.10.5 → 0.10.15, oxc ~> 0.13.0 → ~> 0.15.1, npm ~> 0.6.1 → ~> 0.7.4; ex_unit_json ~> 0.4.3 → ~> 0.5.0; dev-only bandit ~> 1.11.1 → ~> 1.12.0.
On-chain stack advanced to the onchain-0.10 line: descripex ~> 0.7.0 → ~> 0.9, onchain ~> 0.7.0 → ~> 0.10, onchain_tempo ~> 0.2.2 → ~> 0.7 (the onchain bump is what moves MPP.Methods.EVM onto the Onchain.RPC surface). This required moving the whole ZenHive on-chain family together — descripex 0.8/0.9 add spec-derived JSON Schema and are additive, but descripex 0.9.1 was cut alongside to fix a safe_convert crash (it only rescued ArgumentError, so real-world specs like Cartouche's %{required(non_neg_integer()) => <<_::256>>} aborted the manifest/describe build with an uncaught CaseClauseError). The lock resolves the family at descripex 0.11.0, cartouche 0.5.0, onchain 0.10.0, onchain_tempo 0.7.0 (cartouche 0.5 carries the descripex ~> 0.11 floor). Compile clean under --warnings-as-errors; offline tests green against the full updated chain, integration suite green.
[0.5.1] - 2026-06-09
Dependency updates. Bumped the onchain stack to the 0.7.0 line: onchain ~> 0.5.4 → ~> 0.7.0, onchain_tempo ~> 0.2.1 → ~> 0.2.2, descripex ~> 0.6.0 → ~> 0.7.0. onchain 0.7.0 cascades a major decimal 2.4.1 → 3.1.1 jump (transitive only — MPP has no direct Decimal use) and pulls cartouche 0.2.2. Dev-tool doctor advanced ~> 0.22 → ~> 0.23 (0.23 requires decimal ~> 3.1, unblocked by the jump). No library code changes — compile clean under --warnings-as-errors, 601 offline tests green.
[0.5.0] - 2026-05-15
Tempo session-receipt support and a client-side HTTP transport. Tempo integration tests now use Onchain.Tempo.Faucet for per-test fresh wallets instead of hardcoded keys, removing nonce coupling and unblocking a future move to async tests. MPP.Client.Transport behaviour with an HTTP implementation lands as the client-side counterpart to server-side MPP.Method, exposing a select_challenge/2 helper that Task 33c (Req plugin) and Task 33d (MCP) will reuse. Dependency floors tightened: onchain ~> 0.5, onchain_tempo ~> 0.2. A second cross-SDK gap pass added Tasks 36–42 (Stellar Charge, Accept-Payment, EVM credentialTypes/Permit2/EIP-3009, Tempo SessionReceipt, OpenAPI discovery) to the roadmap.
[0.4.0] - 2026-04-18
The first cross-SDK gap pass with substance. MPP.Verifier extracts the verification pipeline (HMAC, realm, expiry, request match, method.verify) out of MPP.Plug into a transport-neutral module, so MCP and future transports share the same correctness gate. MPP.JCS implements the RFC 8785 subset MPP needs for cross-SDK HMAC interop. The MCP transport (MPP.Mcp) lands with -32042/-32043 error codes and the org.paymentauth/credential + org.paymentauth/receipt _meta keys. Client-side gets MPP.Client.PaymentProvider behaviour and MultiProvider first-match dispatch. Protocol utilities fill in: MPP.Headers.parse_challenges/1 (multi-challenge WWW-Authenticate parsing), MPP.BodyDigest, MPP.Amount (parse_units / with_base_units / parse_dollar_amount). Eight new RFC 9457 session error types added under paymentauth.org/problems/session/. EVM integration tests against Sepolia validate real RPC round-trips for both ERC-20 and native-ETH paths.
Breaking: MPP.Amount.parse_dollar_amount/2 now requires callers to supply decimals explicitly (previously a single-arg form inferred it from currency). Neither mppx nor mpp-rs maintain a currency-to-decimals table; implicit inference was a correctness risk.
Scope decision: proxy/gateway functionality scoped out to a separate mpp_proxy package. The mpp library focuses on protocol correctness; the BEAM-native payment gateway is a separate product surface.
Dependency bumps: quickbeam 0.8.1 → 0.10.0, oxc 0.5.4 → 0.7.2, ex_dna 1.2.2 → 1.3.0, credo back to hex ~> 1.7 (upstream shipped the Elixir 1.20-rc multi-line sigil fix).
[0.3.0] - 2026-04-03
Generic EVM payment method and the onchain_tempo extraction. MPP.Methods.EVM verifies hash-only credentials on any EVM chain (Ethereum, Base, Polygon, Arbitrum, …) — ERC-20 transfers via Transfer event log parsing, native ETH via tx value/recipient matching. Tempo chain primitives moved out of MPP into the standalone onchain_tempo Hex package; MPP delegates chain ops and keeps only the payment-protocol surface (dedup store, eth_call simulation, RFC 9457 error wrapping). mix mpp.demo ships an interactive Bandit server on port 4402 with a toy demo-token method and a pre-computed valid credential in the startup banner — zero-friction first experience. Read-only live-protocol integration tests against mpp.dev/api/ping/paid validate parser compatibility with the reference server. MPP.Tempo.Store moduledoc gained deployment-topology guidance (ConCacheStore for single-node / sticky routing; shared backend otherwise, with fly-replay as a worked example).
[0.2.0] - 2026-03-28
The Tempo payment method (MPP.Methods.Tempo) — on-chain TIP-20 transfer verification with both type="hash" (client-broadcast) and type="transaction" (server-broadcast) credential paths. transferWithMemo(address,uint256,bytes32) matching enforced when methodDetails.memo is configured. Server-side fee sponsorship via 0x78 domain signing with whitelisted call-scope validation matching mppx's four allowed selector patterns. Optimistic broadcast mode (wait_for_confirmation: false) simulates the payment call via eth_call, broadcasts asynchronously, and returns an optimistic receipt without waiting for inclusion. MPP.Tempo.Store behaviour adds pluggable replay protection with get/put + optional atomic check_and_mark/2; built-in MPP.Tempo.ConCacheStore provides ETS-backed TTL dedup. MPP.Plug's :methods option enables multi-method 402 endpoints with per-method pricing. All public functions gain Descripex api() annotations with MPP.describe/0-2 progressive discovery and mix mpp.manifest for JSON API contract export. Bug fixes covered the TransferWithMemo memo indexed-topic discovery (via real Moderato receipts), v-value normalization for ox/tempo SDK interop, hash-path dedup ordering to avoid burning hashes on transient RPC failures, and crash protection in post-broadcast store paths.
[0.1.0] - 2026-03-25
First public release. Core protocol — HMAC-SHA256-bound Challenge, Credential, Receipt, Headers (WWW-Authenticate / Authorization / Payment-Receipt), and RFC 9457 problem types under paymentauth.org/problems/. MPP.Methods.Stripe verifies PaymentIntents via SPT with idempotency, analytics metadata, and Req.Test mockability. MPP.Plug mounts in any Phoenix or Plug router with per-route pricing and explicit credential configuration — no Application.get_env, no ENV fallback.


  

    LICENSE


MIT License

Copyright (c) 2026 ZenHive

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    Security Policy

Supported Versions
MPP is pre-1.0 and under active development. Security fixes are applied to the
latest released 0.x version on Hex and the main branch.
	Version	Supported
	0.10.x	:white_check_mark:
	< 0.10	:x:

Reporting a Vulnerability
Please do not report security vulnerabilities through public GitHub issues,
discussions, or pull requests.
Report privately through GitHub Private Vulnerability Reporting: open the
Security tab and click
"Report a vulnerability". This keeps the report private and lets us
collaborate on a fix and a coordinated disclosure.
Please include, where applicable:
	The affected module, version, or commit.
	A description of the vulnerability and its impact.
	Steps to reproduce, a proof-of-concept, or a failing test.
	Any suggested remediation.

In scope
MPP is payment-authentication middleware — bugs in this surface can authorize
unpaid access, accept forged payments, or corrupt signed payloads. We take the
following especially seriously:
	HMAC challenge binding and verification (MPP.Challenge, MPP.Verifier) —
challenge forgery, constant-time-comparison bypass, realm/expiry/request-match gaps.
	Credential parsing and challenge-echo validation (MPP.Credential).
	Payment-method verification (MPP.Methods.Stripe, MPP.Methods.Tempo,
MPP.Methods.EVM) — accepting an unconfirmed, underpaid, or replayed payment.
	Wire-format and canonicalization (MPP.JCS, MPP.BodyDigest, MPP.Headers,
MPP.Receipt) — encoding/canonicalization mismatches that break cross-SDK HMAC interop.
	Fee-payer gas-economics policy (MPP.Methods.Tempo.FeePayerPolicy) — sponsor
gas-draining via unbounded client gas fields before co-sign.
	Transaction dedup / replay handling (MPP.Tempo.Store implementations).

Out of scope
	Vulnerabilities in upstream dependencies (onchain, onchain_tempo, req,
plug) — report those to their respective projects, though we welcome a heads-up.
	Issues requiring a malicious local environment or a compromised developer machine.
	The bundled demo (MPP.Demo.*, mix mpp.demo) — it is a toy server, not a
production surface.

What to Expect
	Acknowledgement within 5 business days.
	An assessment and, if confirmed, a target timeline for a fix.
	Credit in the release notes / advisory once a fix ships, unless you prefer to
remain anonymous.

We follow coordinated disclosure: please give us a reasonable window to release
a fix before any public discussion.


  

    
MPP 
    



      
Elixir implementation of the Machine Payments Protocol (MPP).
MPP enables machine-to-machine payments via HTTP 402. This library provides
Plug middleware that adds pay-per-call billing to any Phoenix or Plug application.
How it works
	Client requests a protected resource
	Server responds with 402 Payment Required and a payment challenge
	Client fulfills payment (Stripe, stablecoins, or on-chain)
	Client retries with payment credential in Authorization: Payment header
	Server verifies payment and returns the resource with a Payment-Receipt header

No user accounts. No API keys. No signup flow. Payment is authentication.
Protocol
Built on the MPP specification —
an IETF draft co-developed by Stripe and Tempo Labs. Also supports
x402 for on-chain payments.
Modules
	MPP.Plug — Plug middleware implementing the 402 payment handshake
	MPP.Challenge — HMAC-SHA256 bound challenge creation and verification
	MPP.Credential — Payment credential encoding/decoding
	MPP.Receipt — Proof-of-payment receipt serialization
	MPP.Headers — WWW-Authenticate, Authorization, Payment-Receipt header formatting
	MPP.AcceptPayment — Accept-Payment client-preference header parse/format/rank
	MPP.Errors — RFC 9457 Problem Detail error types
	MPP.Method — Behaviour for pluggable payment methods
	MPP.Methods.Stripe — Stripe SPT payment verification
	MPP.Methods.Tempo — Tempo on-chain TIP-20 payment verification
	MPP.Methods.EVM — Generic EVM on-chain payment verification (any EVM chain)
	MPP.Intents.Charge — Charge intent request schema
	MPP.BodyDigest — SHA-256 body digest computation and verification
	MPP.Amount — Amount/decimals helpers (parse_units, dollar parsing)
	MPP.Expires — Expiration timestamp helpers (duration offsets, assert!)
	MPP.DID — DID helpers for EVM credential sources
	MPP.JCS — RFC 8785 JSON Canonicalization Scheme for HMAC interop
	MPP.Verifier — Transport-neutral payment credential verification
	MPP.Mcp — MCP (JSON-RPC) transport constants and helpers
	MPP.Client.PaymentProvider — Behaviour for client-side payment providers
	MPP.Client.MultiProvider — Multi-provider dispatch (first-match routing)
	MPP.Client.AcceptPolicy — Gate Accept-Payment header injection by URL

Discovery
Use MPP.describe/0-2 for progressive API discovery:
MPP.describe()                          # Level 1: all modules
MPP.describe(:challenge)                # Level 2: functions in Challenge
MPP.describe(:challenge, :create)       # Level 3: full contract for create/2

      


      
        Summary


  
    Functions
  


    
      
        __descripex_modules__()

      


        Return the list of modules registered with this library.



    


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module (by full atom or short name).



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail (or nil if not found).



    





      


      
        Functions


        


  
    
      
    
    
      __descripex_modules__()



        
          
        

    

  


  

      

          @spec __descripex_modules__() :: [module()]


      


Return the list of modules registered with this library.

  



  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom()) :: [map()]


      


Return Level 2 function list for a module (by full atom or short name).

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom(), atom()) :: map() | nil


      


Return Level 3 function detail (or nil if not found).

  


        

      


  

    
MPP.AcceptPayment 
    



      
Parse, format, and rank the Accept-Payment client-preference header.
The Accept-Payment header lets a client advertise which method/intent
pairs it can pay with, optionally weighted by a q value (0.0..1.0), so a
server can filter and reorder its offers to match. The syntax mirrors HTTP
content negotiation: method/intent[;q=value], comma-separated.
# Client: build a preference header
MPP.AcceptPayment.format([{"stripe", "charge", 1.0}, {"tempo", "charge", 0.5}])
# → "stripe/charge, tempo/charge;q=0.5"

# Server: parse a request header
MPP.AcceptPayment.parse("stripe/charge, tempo/charge;q=0.5")
# → [{"stripe", "charge", 1.0}, {"tempo", "charge", 0.5}]

# Server: reorder offers by client preference
MPP.AcceptPayment.apply_header(offers, header, &offer_method_intent/1)
Malformed input is ignored (returns [] or a no-op) per the spec's MAY-ignore
rule; oversized headers (> 16 KiB) are ignored the same way as a DoS guard.
API Functions
	Function	Arity	Description	Param Kinds
	rank	3	Reorder server offers by client Accept-Payment preferences. Excludes q=0 matches.	offers: value, preferences: value, method_intent: value
	format	1	Format preference entries into an Accept-Payment header value.	entries: value
	apply_header	3	Filter and reorder server offers using a request Accept-Payment header. Malformed or no-match headers are a no-op.	offers: value, header: value, method_intent: value
	parse	1	Parse an Accept-Payment header into client preference entries. Malformed input returns [] (spec MAY-ignore).	header: value


      


      
        Summary


  
    Types
  


    
      
        entry()

      


    





  
    Functions
  


    
      
        apply_header(offers, header, method_intent)

      


        Filter and reorder server offers using an Accept-Payment header.



    


    
      
        format(entries)

      


        Format preference entries into an Accept-Payment header value.



    


    
      
        parse(header)

      


        Parse an Accept-Payment header value into preference entries.



    


    
      
        rank(offers, preferences, method_intent \\ &default_method_intent/1)

      


        Reorder server offers by client Accept-Payment preferences.
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      entry()



        
          
        

    

  


  

      

          @type entry() :: {String.t(), String.t(), float()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply_header(offers, header, method_intent)



        
          
        

    

  


  

      

          @spec apply_header([term()], String.t() | nil, (term() -> {String.t(), String.t()})) ::
  [term()]


      


Filter and reorder server offers using an Accept-Payment header.
Returns offers unchanged when header is nil, malformed, oversized
(> 16 KiB), or matches no offers (spec MAY-ignore).

  



  
    
      
    
    
      format(entries)



        
          
        

    

  


  

      

          @spec format([entry() | map()]) :: String.t()


      


Format preference entries into an Accept-Payment header value.
Omits ;q= when q is 1.0. Entries may be {method, intent, q} tuples
or maps with :method, :intent, and :q keys.

  



  
    
      
    
    
      parse(header)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: [entry()]


      


Parse an Accept-Payment header value into preference entries.
Each entry is {method, intent, q} where method and intent are lowercase
tokens or *, and q is 0.0..1.0 (default 1.0).
Returns [] for empty, whitespace-only, or malformed input (spec MAY-ignore).
Headers larger than 16 KiB are ignored the same way (DoS cap, applied before parsing).

  



    

  
    
      
    
    
      rank(offers, preferences, method_intent \\ &default_method_intent/1)



        
          
        

    

  


  

      

          @spec rank([term()], [entry() | map()], (term() -> {String.t(), String.t()})) :: [
  term()
]


      


Reorder server offers by client Accept-Payment preferences.
Offers with no matching preference or only q=0 matches are excluded.
Sorting matches mpp-rs / mppx: highest effective q, then original offer order.
method_intent extracts {method, intent} from each offer (defaults to
challenge fields when omitted).

  


        

      


  

    
MPP.Amount 
    



      
Amount and decimal helpers for converting human-readable amounts to base units.
All arithmetic is pure integer/string manipulation — no floating point. This
matches the mpp-rs parse_units and parse_dollar_amount implementations.
Examples
iex> MPP.Amount.parse_units("1.5", 6)
{:ok, "1500000"}

iex> MPP.Amount.parse_units("0.10", 6)
{:ok, "100000"}

iex> MPP.Amount.parse_dollar_amount("$1.50", 2)
{:ok, {"150", "usd", 2}}
API Functions
	Function	Arity	Description	Param Kinds
	parse_dollar_amount	2	Parse a dollar-notation string into {base_units, currency, decimals}.	input: value, decimals: value
	with_base_units	2	Apply parse_units to any intent struct's amount field.	intent: value, decimals: value
	parse_units	2	Convert a human-readable amount to base units by scaling with 10^decimals.	amount: value, decimals: value
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    Functions
  


    
      
        parse_dollar_amount(input, decimals)

      


        Parse a dollar-notation string into {base_units, currency, decimals}.



    


    
      
        parse_units(amount, decimals)

      


        Convert a human-readable amount to base units by scaling with 10^decimals.



    


    
      
        with_base_units(intent, decimals)

      


        Apply parse_units to any intent struct's amount field.



    





      


      
        Functions


        


  
    
      
    
    
      parse_dollar_amount(input, decimals)



        
          
        

    

  


  

      

          @spec parse_dollar_amount(String.t(), non_neg_integer()) ::
  {:ok, {String.t(), String.t(), non_neg_integer()}}
  | {:error, atom() | {atom(), String.t()}}


          @spec parse_dollar_amount(term(), term()) :: {:error, :invalid_input}


      


Parse a dollar-notation string into {base_units, currency, decimals}.
Parameters
	input - Dollar string like "$1.50", "€0.10", or "1.50 USD" (value)
	decimals - Number of decimal places for the currency (caller-supplied, not inferred from currency code) (value)

Returns
{:ok, {base_units, currency, decimals}} where currency is lowercase 3-letter code (tuple)
# descripex:contract
%{
  params: %{
    decimals: %{
      description: "Number of decimal places for the currency (caller-supplied, not inferred from currency code)",
      kind: :value
    },
    input: %{
      description: "Dollar string like \"$1.50\", \"€0.10\", or \"1.50 USD\"",
      kind: :value
    }
  },
  returns: %{
    type: :tuple,
    description: "{:ok, {base_units, currency, decimals}} where currency is lowercase 3-letter code",
    example: %{decimals: 2, currency: "usd", base_units: "150"}
  }
}

  



  
    
      
    
    
      parse_units(amount, decimals)



        
          
        

    

  


  

      

          @spec parse_units(String.t(), non_neg_integer()) ::
  {:ok, String.t()} | {:error, atom() | {atom(), String.t()}}


          @spec parse_units(term(), term()) :: {:error, :invalid_input}


          @spec parse_units(term(), term()) :: {:error, :invalid_input}


      


Convert a human-readable amount to base units by scaling with 10^decimals.
Parameters
	amount - Human-readable amount string (e.g., "1.5", "100", "0.001") (value)
	decimals - Number of decimal places for the token (e.g., 6 for USDC, 18 for ETH) (value)

Returns
{:ok, base_units_string} or {:error, reason} (tuple)
Composes With
	with_base_units

# descripex:contract
%{
  params: %{
    decimals: %{
      description: "Number of decimal places for the token (e.g., 6 for USDC, 18 for ETH)",
      kind: :value
    },
    amount: %{
      description: "Human-readable amount string (e.g., \"1.5\", \"100\", \"0.001\")",
      kind: :value
    }
  },
  returns: %{
    type: :tuple,
    description: "{:ok, base_units_string} or {:error, reason}",
    example: "1500000"
  },
  composes_with: [:with_base_units]
}

  



  
    
      
    
    
      with_base_units(intent, decimals)



        
          
        

    

  


  

      

          @spec with_base_units(map(), non_neg_integer()) ::
  {:ok, map()} | {:error, atom() | {atom(), String.t()}}


      


Apply parse_units to any intent struct's amount field.
Parameters
	intent - Intent struct (Charge, Session, etc.) with an :amount field (value)
	decimals - Number of decimal places for the token (value)

Returns
{:ok, updated_intent} with amount in base units, or {:error, reason} (tuple)
Composes With
	parse_units

# descripex:contract
%{
  params: %{
    decimals: %{
      description: "Number of decimal places for the token",
      kind: :value
    },
    intent: %{
      description: "Intent struct (Charge, Session, etc.) with an :amount field",
      kind: :value
    }
  },
  returns: %{
    type: :tuple,
    description: "{:ok, updated_intent} with amount in base units, or {:error, reason}"
  },
  composes_with: [:parse_units]
}

  


        

      


  

    
MPP.BodyDigest 
    



      
SHA-256 body digest computation and verification.
Produces digest strings in the format "sha-256=<base64>" for binding request
bodies to challenges. Maps are JSON-encoded before hashing. Verification uses
constant-time comparison to prevent timing attacks.
Note: When passing a map, the digest is computed over Jason.encode!/1 output.
For request body binding, pass the raw body bytes to ensure the digest matches
the exact wire format. The map convenience path matches the mppx TypeScript
reference but may produce different digests than raw body strings if key
ordering differs.
Examples
iex> MPP.BodyDigest.compute(~s({"amount":"1000"}))
"sha-256=" <> _base64

iex> digest = MPP.BodyDigest.compute(%{"amount" => "1000"})
iex> MPP.BodyDigest.verify(digest, %{"amount" => "1000"})
true
API Functions
	Function	Arity	Description	Param Kinds
	verify	2	Verify a digest matches the given body using constant-time comparison.	digest: value, body: value
	compute	1	Compute a SHA-256 digest of the given body.	body: value


      


      
        Summary


  
    Functions
  


    
      
        compute(body)

      


        Compute a SHA-256 digest of the given body.



    


    
      
        verify(digest, body)

      


        Verify a digest matches the given body using constant-time comparison.
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      compute(body)



        
          
        

    

  


  

      

          @spec compute(String.t() | map()) :: String.t()


          @spec compute(map()) :: String.t()


      


Compute a SHA-256 digest of the given body.
Parameters
	body - Request body as a string or map (maps are JSON-encoded before hashing) (value)

Returns
Digest string in format "sha-256=<base64>" (string)
Composes With
	verify

# descripex:contract
%{
  params: %{
    body: %{
      description: "Request body as a string or map (maps are JSON-encoded before hashing)",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "Digest string in format \"sha-256=<base64>\"",
    example: "sha-256=X48E9qOokqqrvdts8nOJRJN3OWDUoyWxBf7kbu9DBPE"
  },
  composes_with: [:verify]
}

  



  
    
      
    
    
      verify(digest, body)



        
          
        

    

  


  

      

          @spec verify(String.t(), String.t() | map()) :: boolean()


      


Verify a digest matches the given body using constant-time comparison.
Parameters
	digest - Digest string to verify (e.g., "sha-256=...") (value)
	body - Request body as a string or map (maps are JSON-encoded before hashing) (value)

Returns
True if the digest matches, false otherwise (boolean)
Composes With
	compute

# descripex:contract
%{
  params: %{
    body: %{
      description: "Request body as a string or map (maps are JSON-encoded before hashing)",
      kind: :value
    },
    digest: %{
      description: "Digest string to verify (e.g., \"sha-256=...\")",
      kind: :value
    }
  },
  returns: %{
    type: :boolean,
    description: "True if the digest matches, false otherwise"
  },
  composes_with: [:compute]
}

  


        

      


  

    
MPP.Challenge 
    



      
Payment challenge — the 402 response that tells a client what to pay.
A challenge is returned in the WWW-Authenticate: Payment header when a
request lacks a valid payment credential. The challenge ID is HMAC-SHA256
bound to all challenge parameters, making it tamper-proof without requiring
server-side state.
HMAC Binding
The challenge ID is computed as:
base64url(HMAC-SHA256(secret_key, realm|method|intent|request|expires|digest|opaque))
Seven fixed positional slots joined by |. Optional fields use empty string
when absent, preserving slot positions. The request and opaque fields are
used as their raw base64url-encoded strings (never re-serialized).
Fields
	id — HMAC-SHA256 challenge ID (computed by create/2)
	realm — server protection space (e.g., "api.example.com")
	method — payment method name (e.g., "stripe", "tempo")
	intent — intent type (e.g., "charge")
	request — base64url-encoded JSON request payload (pre-encoded)
	description — (optional) human-readable description
	digest — (optional) content digest per RFC 9530
	expires — (optional) RFC 3339 expiration timestamp
	opaque — (optional) base64url-encoded JSON server correlation data

API Functions
	Function	Arity	Description	Param Kinds
	valid_method_name?	1	Check whether a string is a valid MPP payment-method name per the spec ABNF payment-method-id = 1*LOWERALPHA (non-empty, lowercase ASCII letters only).	method: value
	validate_fields	1	Validate the field shapes of a parsed challenge (id non-empty, method 1*LOWERALPHA, request base64url-JSON object, digest sha-256=…). Returns distinct error atoms so a malformed field is rejected at parse time rather than deferring to a downstream mismatch.	challenge: value
	verify_server_binding	3	Verify challenge HMAC using the server's configured realm (Tier-1 server binding). Recomputes the ID with server_realm instead of the echoed realm, matching mpp-rs verify_hmac_and_expiry.	challenge: value, secret_key: value, server_realm: value
	verify	2	Verify a challenge's HMAC-bound ID against a secret key using constant-time comparison.	challenge: value, secret_key: value
	create	2	Create a new challenge with an HMAC-SHA256 bound ID.	params: value, secret_key: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        create(params, secret_key)

      


        Create a new challenge with an HMAC-SHA256 bound ID.



    


    
      
        valid_method_name?(method)

      


        Check whether a string is a valid MPP payment-method name per the spec ABNF payment-method-id = 1*LOWERALPHA (non-empty, lowercase ASCII letters only).



    


    
      
        validate_fields(challenge)

      


        Validate the field shapes of a parsed challenge (id non-empty, method 1*LOWERALPHA, request base64url-JSON object, digest sha-256=…). Returns distinct error atoms so a malformed field is rejected at parse time rather than deferring to a downstream mismatch.



    


    
      
        verify(challenge, secret_key)

      


        Verify a challenge's HMAC-bound ID against a secret key using constant-time comparison.



    


    
      
        verify_server_binding(challenge, secret_key, server_realm)

      


        Verify challenge HMAC using the server's configured realm (Tier-1 server binding). Recomputes the ID with server_realm instead of the echoed realm, matching mpp-rs verify_hmac_and_expiry.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Challenge{
  description: String.t() | nil,
  digest: String.t() | nil,
  expires: String.t() | nil,
  id: String.t() | nil,
  intent: String.t(),
  method: String.t(),
  opaque: String.t() | nil,
  realm: String.t(),
  request: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create(params, secret_key)



        
          
        

    

  


  

      

          @spec create(
  keyword(),
  String.t()
) :: t()


      


Create a new challenge with an HMAC-SHA256 bound ID.
Parameters
	params - Keyword list with :realm, :method, :intent, :request (required) and :description, :digest, :expires, :opaque (optional) (value)
	secret_key - HMAC-SHA256 secret key for challenge binding (value)

Returns
Challenge struct with computed id (struct)
Composes With
	verify

# descripex:contract
%{
  params: %{
    params: %{
      description: "Keyword list with `:realm`, `:method`, `:intent`, `:request` (required) and `:description`, `:digest`, `:expires`, `:opaque` (optional)",
      kind: :value
    },
    secret_key: %{
      description: "HMAC-SHA256 secret key for challenge binding",
      kind: :value
    }
  },
  returns: %{type: :struct, description: "Challenge struct with computed `id`"},
  composes_with: [:verify]
}

  



  
    
      
    
    
      valid_method_name?(method)



        
          
        

    

  


  

      

          @spec valid_method_name?(String.t()) :: boolean()


      


Check whether a string is a valid MPP payment-method name per the spec ABNF payment-method-id = 1*LOWERALPHA (non-empty, lowercase ASCII letters only).
Parameters
	method - Candidate payment-method name (value)

Returns
true when the name conforms to the spec ABNF (boolean)
# descripex:contract
%{
  params: %{
    method: %{description: "Candidate payment-method name", kind: :value}
  },
  returns: %{
    type: :boolean,
    description: "true when the name conforms to the spec ABNF"
  }
}

  



  
    
      
    
    
      validate_fields(challenge)



        
          
        

    

  


  

      

          @spec validate_fields(t()) ::
  :ok
  | {:error, :empty_id | :invalid_method | :invalid_request | :invalid_digest}


      


Validate the field shapes of a parsed challenge (id non-empty, method 1*LOWERALPHA, request base64url-JSON object, digest sha-256=…). Returns distinct error atoms so a malformed field is rejected at parse time rather than deferring to a downstream mismatch.
Parameters
	challenge - Challenge struct built from a parsed WWW-Authenticate header or echoed credential (value)

Returns
:ok if all fields are well-formed, {:error, reason} otherwise (tagged)
Errors
	:empty_id
	:invalid_method
	:invalid_request
	:invalid_digest

Composes With
	create
	verify

# descripex:contract
%{
  params: %{
    challenge: %{
      description: "Challenge struct built from a parsed WWW-Authenticate header or echoed credential",
      kind: :value
    }
  },
  errors: [:empty_id, :invalid_method, :invalid_request, :invalid_digest],
  returns: %{
    type: :tagged,
    description: "`:ok` if all fields are well-formed, `{:error, reason}` otherwise"
  },
  composes_with: [:create, :verify]
}

  



  
    
      
    
    
      verify(challenge, secret_key)



        
          
        

    

  


  

      

          @spec verify(t(), String.t()) :: :ok | {:error, :invalid_challenge}


          @spec verify(t(), String.t()) :: {:error, :invalid_challenge}


      


Verify a challenge's HMAC-bound ID against a secret key using constant-time comparison.
Parameters
	challenge - Challenge struct to verify (value)
	secret_key - HMAC-SHA256 secret key used when challenge was created (value)

Returns
:ok if valid, {:error, :invalid_challenge} if tampered (tagged)
Errors
	:invalid_challenge

Composes With
	create

# descripex:contract
%{
  params: %{
    secret_key: %{
      description: "HMAC-SHA256 secret key used when challenge was created",
      kind: :value
    },
    challenge: %{description: "Challenge struct to verify", kind: :value}
  },
  errors: [:invalid_challenge],
  returns: %{
    type: :tagged,
    description: "`:ok` if valid, `{:error, :invalid_challenge}` if tampered"
  },
  composes_with: [:create]
}

  



  
    
      
    
    
      verify_server_binding(challenge, secret_key, server_realm)



        
          
        

    

  


  

      

          @spec verify_server_binding(t(), String.t(), String.t()) ::
  :ok | {:error, :invalid_challenge}


          @spec verify_server_binding(t(), String.t(), String.t()) ::
  {:error, :invalid_challenge}


      


Verify challenge HMAC using the server's configured realm (Tier-1 server binding). Recomputes the ID with server_realm instead of the echoed realm, matching mpp-rs verify_hmac_and_expiry.
Parameters
	challenge - Challenge struct with echoed fields (value)
	secret_key - HMAC-SHA256 secret key (value)
	server_realm - Server's configured protection space realm (value)

Returns
:ok if valid, {:error, :invalid_challenge} if tampered (tagged)
Errors
	:invalid_challenge

Composes With
	create
	verify

# descripex:contract
%{
  params: %{
    secret_key: %{description: "HMAC-SHA256 secret key", kind: :value},
    challenge: %{
      description: "Challenge struct with echoed fields",
      kind: :value
    },
    server_realm: %{
      description: "Server's configured protection space realm",
      kind: :value
    }
  },
  errors: [:invalid_challenge],
  returns: %{
    type: :tagged,
    description: "`:ok` if valid, `{:error, :invalid_challenge}` if tampered"
  },
  composes_with: [:create, :verify]
}

  


        

      


  

    
MPP.Client.AcceptPolicy 
    



      
Gates Accept-Payment header injection on outgoing HTTP requests.
Without a gate, a global payment middleware advertises supported payment
methods on every cross-origin request, which can break CORS preflight and
leak wallet capabilities.
Defaults to :always for backwards compatibility (matches mpp-rs
AcceptPaymentPolicy::Always).
API Functions
	Function	Arity	Description	Param Kinds
	default	0	Return the default policy (:always).	-
	allows?	2	Return true if Accept-Payment injection is permitted for url.	policy: value, url: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        allows?(arg1, url)

      


        Return true if Accept-Payment header injection is permitted for url.



    


    
      
        default()

      


        Return the default policy (:always).
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      t()



        
          
        

    

  


  

      

          @type t() :: :always | :never | {:same_origin, String.t()} | {:origins, [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allows?(arg1, url)



        
          
        

    

  


  

      

          @spec allows?(t(), String.t() | URI.t()) :: boolean()


      


Return true if Accept-Payment header injection is permitted for url.

  



  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: t()


      


Return the default policy (:always).

  


        

      


  

    
MPP.Client.MultiProvider 
    



      
Wraps multiple payment providers and dispatches to the first match.
MultiProvider holds a list of {module, config} tuples, each implementing
MPP.Client.PaymentProvider. When pay/2 is called, it iterates through
providers and delegates to the first whose supports?/3 returns true.
Usage
provider = MPP.Client.MultiProvider.new([
  {MyApp.TempoProvider, %{rpc_url: "https://rpc.tempo.xyz", private_key: key}},
  {MyApp.StripeProvider, %{api_key: "sk_test_..."}}
])

# Dispatches to TempoProvider for tempo challenges, StripeProvider for stripe
{:ok, credential} = MPP.Client.MultiProvider.pay(provider, challenge)
Design
Providers are tried in order — the first that supports the challenge's
method+intent wins. This means provider ordering matters when multiple
providers support the same method+intent (first wins).
API Functions
	Function	Arity	Description	Param Kinds
	pay	2	Execute payment by dispatching to the first matching provider.	multi: value, challenge: value
	supports?	3	Check if any provider in this MultiProvider supports the method+intent.	multi: value, method: value, intent: value
	add	3	Add a provider to an existing MultiProvider.	multi: value, module: value, config: value
	new	1	Create a MultiProvider from a list of {module, config} tuples.	providers: value
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        provider_entry()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        add(multi, module, config)

      


        Add a provider to an existing MultiProvider.



    


    
      
        new(providers \\ [])

      


        Create a MultiProvider from a list of {module, config} tuples.



    


    
      
        pay(multi_provider, challenge)

      


        Execute payment by dispatching to the first matching provider.



    


    
      
        supports?(multi_provider, method, intent)

      


        Check if any provider in this MultiProvider supports the method+intent.
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      provider_entry()



        
          
        

    

  


  

      

          @type provider_entry() :: {module(), map()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Client.MultiProvider{providers: [provider_entry()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add(multi, module, config)



        
          
        

    

  


  

      

          @spec add(t(), module(), map()) :: t()


      


Add a provider to an existing MultiProvider.
New providers are appended to the end of the list (lower priority than existing).

  



    

  
    
      
    
    
      new(providers \\ [])



        
          
        

    

  


  

      

          @spec new([provider_entry()]) :: t()


      


Create a MultiProvider from a list of {module, config} tuples.
Each module must implement the MPP.Client.PaymentProvider behaviour.

  



  
    
      
    
    
      pay(multi_provider, challenge)



        
          
        

    

  


  

      

          @spec pay(t(), MPP.Challenge.t()) :: {:ok, MPP.Credential.t()} | {:error, term()}


      


Execute payment by dispatching to the first matching provider.
Iterates through providers in order, delegating to the first whose
supports?/3 returns true for the challenge's method and intent.
Returns {:error, :unsupported_payment_method} if no provider matches.

  



  
    
      
    
    
      supports?(multi_provider, method, intent)



        
          
        

    

  


  

      

          @spec supports?(t(), String.t(), String.t()) :: boolean()


      


Check if any provider in this MultiProvider supports the method+intent.

  


        

      


  

    
MPP.Client.PaymentProvider behaviour
    



      
Behaviour for client-side payment providers.
A payment provider connects the MPP client to a real payment system
(Stripe, Tempo, EVM, etc.). Each provider module implements two callbacks
that the client transport uses when handling 402 challenges:
	supports?/3 — check if this provider handles the given method+intent
	pay/2 — execute payment for a challenge, return a credential

This is the client-side counterpart to MPP.Method (server-side verification).
Where a method's verify/2 checks payment proof, PaymentProvider.pay/2
creates payment proof.
Usage
defmodule MyApp.Payments.StripeProvider do
  use MPP.Client.PaymentProvider

  @impl MPP.Client.PaymentProvider
  def supports?(_method, _intent, _config), do: true

  @impl MPP.Client.PaymentProvider
  def pay(challenge, config) do
    # 1. Parse challenge.request for payment details
    # 2. Execute payment (call Stripe API, sign tx, etc.)
    # 3. Return credential with proof payload
    payload = %{"spt" => create_stripe_token(challenge, config)}
    {:ok, %MPP.Credential{challenge: challenge, payload: payload}}
  end
end
Design
Config is explicit. Providers receive a config map on every call —
no Application.get_env, no ENV fallback. The caller passes credentials,
RPC URLs, and other settings at the call site. This enables multi-tenant
usage and parallel testing with different configs.
For multi-provider dispatch, see MPP.Client.MultiProvider.
API Functions
	Function	Arity	Description	Param Kinds
	pay	3	Execute payment using a provider module for the given challenge.	module: value, challenge: value, config: value
	supports?	4	Check if a provider module supports the given method and intent.	module: value, method: value, intent: value, config: value


      


      
        Summary


  
    Callbacks
  


    
      
        pay(challenge, config)

      


        Execute payment for the given challenge and return a credential.



    


    
      
        supports?(method, intent, config)

      


        Check if this provider supports the given payment method and intent.



    





  
    Functions
  


    
      
        pay(module, challenge, config)

      


        Execute payment using a provider module for the given challenge.



    


    
      
        supports?(module, method, intent, config)

      


        Check if a provider module supports the given method and intent.
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      pay(challenge, config)



        
          
        

    

  


  

      

          @callback pay(challenge :: MPP.Challenge.t(), config :: map()) ::
  {:ok, MPP.Credential.t()} | {:error, term()}


      


Execute payment for the given challenge and return a credential.
This callback should:
	Decode the challenge request to extract payment details
	Execute the payment (sign transaction, call API, etc.)
	Build and return a MPP.Credential with the echoed challenge and proof payload

Arguments
	challenge — the MPP.Challenge struct from the 402 response
	config — provider-specific configuration (API keys, RPC URLs, etc.)

Returns
	{:ok, MPP.Credential.t()} — payment executed, credential ready to send
	{:error, term()} — payment failed


  



  
    
      
    
    
      supports?(method, intent, config)



        
          
        

    

  


  

      

          @callback supports?(method :: String.t(), intent :: String.t(), config :: map()) ::
  boolean()


      


Check if this provider supports the given payment method and intent.
Called before pay/2 to determine which provider should handle a challenge.
Return true if this provider can execute payment for the combination.
Arguments
	method — payment method name from the challenge (e.g., "stripe", "tempo")
	intent — intent type from the challenge (e.g., "charge", "session")
	config — provider-specific configuration (credentials, endpoints, etc.)


  


        

      

      
        Functions


        


  
    
      
    
    
      pay(module, challenge, config)



        
          
        

    

  


  

      

          @spec pay(module(), MPP.Challenge.t(), map()) ::
  {:ok, MPP.Credential.t()} | {:error, term()}


      


Execute payment using a provider module for the given challenge.
Convenience function that delegates to module.pay/2.

  



  
    
      
    
    
      supports?(module, method, intent, config)



        
          
        

    

  


  

      

          @spec supports?(module(), String.t(), String.t(), map()) :: boolean()


      


Check if a provider module supports the given method and intent.
Convenience function that delegates to module.supports?/3.

  


        

      


  

    
MPP.Client.Transport behaviour
    



      
Behaviour for client-side transports that bridge a protocol response/request pair
and the MPP payment flow.
A Transport implementation knows how to:
	Detect whether a response signals "payment required" (HTTP 402, JSON-RPC
error code -32042, etc.)
	Extract the challenges carried on that response
	Attach a decoded credential to a new request for retry

This is the transport-shaped glue that sits between the provider-side
MPP.Client.PaymentProvider abstraction and whatever concrete client (Req,
an MCP JSON-RPC client, etc.) is actually issuing requests.
Callbacks
	payment_required?/1 — plain boolean check on a response
	get_challenges/1 — parse the response into a challenge list
	set_credential/2 — return a new request with the credential attached
in a transport-specific way

Selection
select_challenge/2 is a small helper (not a callback) that picks the first
challenge whose method/intent is supported by a MPP.Client.MultiProvider.
This matches the baseline "first supported in server offer order" behaviour
shared with the reference SDKs; ranking via Accept-Payment is layered on top
via the optional :accept_payment keyword to select_challenge/3.
API Functions
	Function	Arity	Description	Param Kinds
	select_challenge	3	Pick the first challenge whose method+intent is supported by a MultiProvider.	challenges: value, multi: value, opts: value


      


      
        Summary


  
    Callbacks
  


    
      
        get_challenges(response)

      


        Extract the MPP.Challenge list carried on a payment-required response.



    


    
      
        payment_required?(response)

      


        Return true if the response signals that a payment is required.



    


    
      
        set_credential(request, credential)

      


        Return a new request with the given credential attached in transport-specific
form.



    





  
    Functions
  


    
      
        select_challenge(challenges, multi, opts \\ [])

      


        Pick the first supported challenge, optionally ranked by Accept-Payment.



    





      


      
        Callbacks


        


  
    
      
    
    
      get_challenges(response)



        
          
        

    

  


  

      

          @callback get_challenges(response :: term()) ::
  {:ok, [MPP.Challenge.t()]} | {:error, term()}


      


Extract the MPP.Challenge list carried on a payment-required response.
Returning {:ok, []} is not a valid outcome — an empty or unparseable
challenge set should surface as {:error, reason} so callers can distinguish
"402 with no Payment challenges" from "402 with N challenges".

  



  
    
      
    
    
      payment_required?(response)



        
          
        

    

  


  

      

          @callback payment_required?(response :: term()) :: boolean()


      


Return true if the response signals that a payment is required.
For HTTP, this is status == 402. For MCP/JSON-RPC, this is
error.code == -32042.

  



  
    
      
    
    
      set_credential(request, credential)



        
          
        

    

  


  

      

          @callback set_credential(request :: term(), credential :: MPP.Credential.t()) :: term()


      


Return a new request with the given credential attached in transport-specific
form.
For HTTP, this sets Authorization: Payment <base64url>. For MCP, this
injects the credential into params._meta["org.paymentauth/credential"].
Each transport owns its wire format — the credential struct is passed in
decoded form so the transport is free to serialise it however it needs to.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      select_challenge(challenges, multi, opts \\ [])



        
          
        

    

  


  

      

          @spec select_challenge([MPP.Challenge.t()], MPP.Client.MultiProvider.t(), keyword()) ::
  {:ok, MPP.Challenge.t()} | {:error, :no_supported_challenge}


      


Pick the first supported challenge, optionally ranked by Accept-Payment.
When :accept_payment is provided, challenges are reordered by client
preferences before the first MultiProvider-supported match is chosen.
Malformed preference lists are ignored (baseline server-offer order).
Returns {:error, :no_supported_challenge} if no challenge matches any
provider, including the empty-list case.

  


        

      


  

    
MPP.Client.Transport.HTTP 
    



      
HTTP implementation of MPP.Client.Transport over Req.
Operates on Req.Response / Req.Request structs — this module does not
construct Req clients itself. Callers (e.g. the payment-aware Req plugin)
feed responses in and receive modified requests out.
Wire format
	Payment-required response: HTTP status 402
	Challenges: one or more WWW-Authenticate headers carrying the Payment
scheme. Multiple challenges may appear as repeated header values or as a
single comma-separated header value; both forms are handled.
	Credential attachment: Authorization: Payment <base64url-json>,
produced via MPP.Headers.format_credential/1.
	Optional Accept-Payment advertisement via set_accept_payment/2 or
set_accept_payment_from_providers/3 (gated by MPP.Client.AcceptPolicy).

API Functions
	Function	Arity	Description	Param Kinds
	set_accept_payment_from_providers	3	Attach Accept-Payment from supported (method, intent) pairs when policy allows.	request: value, providers: value, policy: value
	set_accept_payment	2	Attach an Accept-Payment header built from preference entries.	request: value, entries: value
	set_credential	2	Attach a credential to a Req.Request as Authorization: Payment <...>.	request: value, credential: value
	get_challenges	1	Parse the Payment challenges from a 402 response's WWW-Authenticate headers.	response: value
	payment_required?	1	Return true if the HTTP response is a 402 Payment Required.	response: value


      


      
        Summary


  
    Functions
  


    
      
        get_challenges(response)

      


        Parse the Payment challenges from a 402 response's WWW-Authenticate headers.



    


    
      
        payment_required?(response)

      


        Return true if the HTTP response is a 402 Payment Required.



    


    
      
        set_accept_payment(request, entries)

      


        Attach an Accept-Payment header from preference entries.



    


    
      
        set_accept_payment_from_providers(request, providers, policy \\ :always)

      


        Attach Accept-Payment from a list of supported {method, intent} pairs.



    


    
      
        set_credential(request, credential)

      


        Attach a credential to a Req.Request as Authorization: Payment <...>.
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      get_challenges(response)



        
          
        

    

  


  

      

          @spec get_challenges(Req.Response.t()) ::
  {:ok, [MPP.Challenge.t()]} | {:error, term()}


      


Parse the Payment challenges from a 402 response's WWW-Authenticate headers.
Parameters
	response - Req.Response struct (value)

Returns
{:ok, [challenge]} on success, {:error, reason} otherwise (tagged_tuple)
Errors
	:no_payment_challenges
	:missing_www_authenticate
	:invalid_scheme
	:missing_required_params
	:duplicate_param
	:invalid_auth_params

# descripex:contract
%{
  params: %{response: %{description: "Req.Response struct", kind: :value}},
  errors: [:no_payment_challenges, :missing_www_authenticate, :invalid_scheme,
   :missing_required_params, :duplicate_param, :invalid_auth_params],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, [challenge]}` on success, `{:error, reason}` otherwise"
  }
}

  



  
    
      
    
    
      payment_required?(response)



        
          
        

    

  


  

      

          @spec payment_required?(Req.Response.t()) :: boolean()


          @spec payment_required?(Req.Response.t()) :: false


      


Return true if the HTTP response is a 402 Payment Required.
Parameters
	response - Req.Response struct (value)

Returns
true if status is 402 (boolean)
# descripex:contract
%{
  params: %{response: %{description: "Req.Response struct", kind: :value}},
  returns: %{type: :boolean, description: "true if status is 402"}
}

  



  
    
      
    
    
      set_accept_payment(request, entries)



        
          
        

    

  


  

      

          @spec set_accept_payment(Req.Request.t(), [MPP.AcceptPayment.entry() | map()]) ::
  Req.Request.t()


      


Attach an Accept-Payment header from preference entries.
Does not overwrite an existing Accept-Payment header on the request.

  



    

  
    
      
    
    
      set_accept_payment_from_providers(request, providers, policy \\ :always)



        
          
        

    

  


  

      

          @spec set_accept_payment_from_providers(
  Req.Request.t(),
  [{String.t(), String.t()}],
  MPP.Client.AcceptPolicy.t()
) :: Req.Request.t()


      


Attach Accept-Payment from a list of supported {method, intent} pairs.
Respects MPP.Client.AcceptPolicy — when allows?/2 is false the request is
returned unchanged. Caller-set Accept-Payment headers are never overwritten.

  



  
    
      
    
    
      set_credential(request, credential)



        
          
        

    

  


  

      

          @spec set_credential(Req.Request.t(), MPP.Credential.t()) :: Req.Request.t()


      


Attach a credential to a Req.Request as Authorization: Payment <...>.
Parameters
	request - Req.Request struct (value)
	credential - MPP.Credential struct (value)

Returns
Req.Request with the Authorization header set (struct)
# descripex:contract
%{
  params: %{
    request: %{description: "Req.Request struct", kind: :value},
    credential: %{description: "MPP.Credential struct", kind: :value}
  },
  returns: %{
    type: :struct,
    description: "Req.Request with the Authorization header set"
  }
}

  


        

      


  

    
MPP.Codec 
    



      
Shared base64url→JSON token decoding for the wire-format modules
(MPP.Credential, MPP.Receipt, MPP.Methods.Tempo.SessionReceipt).
Owns exactly the decode→error-tag step; callers keep their own downstream
shape validation (from_map/1) and any pre-checks (e.g. a token-size cap).

      


      
        Summary


  
    Functions
  


    
      
        decode_base64_json(encoded)

      


        Decode a base64url (no padding) JSON string into its parsed term.



    





      


      
        Functions


        


  
    
      
    
    
      decode_base64_json(encoded)



        
          
        

    

  


  

      

          @spec decode_base64_json(String.t()) ::
  {:ok, term()} | {:error, :invalid_base64 | :invalid_json}


      


Decode a base64url (no padding) JSON string into its parsed term.
Returns {:ok, decoded} where decoded is the parsed JSON value, or a tagged
error: {:error, :invalid_base64} when the string is not valid base64url, and
{:error, :invalid_json} when the decoded bytes are not valid JSON.

  


        

      


  

    
MPP.Credential 
    



      
Payment credential — the client's response to a 402 challenge.
A credential is sent in the Authorization: Payment <base64url JSON> header
after the client has fulfilled payment. It echoes the original challenge
parameters alongside method-specific payment proof, enabling the server to
verify both the challenge binding (via MPP.Challenge.verify/2) and the
payment itself (via the method module).
Wire Format
The base64url-decoded JSON contains:
%{
  "challenge" => %{...},   # Echoed challenge parameters
  "payload"   => %{...},   # Method-specific payment proof
  "source"    => "did:..."  # (optional) Payer identifier
}
The challenge.request field remains as its raw base64url string — never
re-serialized — to preserve the exact bytes used in HMAC computation.
Fields
	challenge — echoed MPP.Challenge struct from the 402 response
	payload — method-specific payment proof (opaque map at this layer)
	source — (optional) payer identifier, recommended as DID format

API Functions
	Function	Arity	Description	Param Kinds
	encode	1	Encode a credential to a base64url JSON string (no padding) for the Authorization header.	credential: value
	decode	1	Decode a base64url JSON string into a credential with echoed challenge validation.	encoded: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(encoded)

      


        Decode a base64url JSON string into a credential with echoed challenge validation.



    


    
      
        encode(credential)

      


        Encode a credential to a base64url JSON string (no padding) for the Authorization header.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Credential{
  challenge: MPP.Challenge.t(),
  payload: map(),
  source: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(encoded)



        
          
        

    

  


  

      

          @spec decode(String.t()) :: {:ok, t()} | {:error, atom()}


      


Decode a base64url JSON string into a credential with echoed challenge validation.
Parameters
	encoded - Base64url-encoded JSON credential string (value)

Returns
{:ok, credential} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_base64
	:invalid_json
	:missing_required_fields
	:invalid_optional_field
	:empty_id
	:invalid_method
	:invalid_request
	:invalid_digest

Composes With
	encode

# descripex:contract
%{
  params: %{
    encoded: %{
      description: "Base64url-encoded JSON credential string",
      kind: :value
    }
  },
  errors: [:invalid_base64, :invalid_json, :missing_required_fields,
   :invalid_optional_field, :empty_id, :invalid_method, :invalid_request,
   :invalid_digest],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, credential}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:encode]
}

  



  
    
      
    
    
      encode(credential)



        
          
        

    

  


  

      

          @spec encode(t()) :: String.t()


      


Encode a credential to a base64url JSON string (no padding) for the Authorization header.
Parameters
	credential - Credential struct to encode (value)

Returns
Base64url-encoded JSON string (string)
Composes With
	decode

# descripex:contract
%{
  params: %{
    credential: %{description: "Credential struct to encode", kind: :value}
  },
  returns: %{type: :string, description: "Base64url-encoded JSON string"},
  composes_with: [:decode]
}

  


        

      


  

    
MPP.DID 
    



      
Decentralized identifier (DID) helpers for MPP credential sources.
EVM wallet addresses use the did:pkh:eip155 method per CAIP-10.
API Functions
	Function	Arity	Description	Param Kinds
	parse_evm_did	1	Parse a did:pkh:eip155 credential source into chain ID and address.	did: value
	evm_did	2	Build a did:pkh:eip155 identifier for an EVM address and chain.	address: value, chain_id: value


      


      
        Summary


  
    Functions
  


    
      
        evm_did(address, chain_id)

      


        Build a did:pkh:eip155 identifier for an EVM address and chain.



    


    
      
        parse_evm_did(arg1)

      


        Parse a did:pkh:eip155 credential source into chain ID and address.



    





      


      
        Functions


        


  
    
      
    
    
      evm_did(address, chain_id)



        
          
        

    

  


  

      

          @spec evm_did(String.t(), integer()) :: String.t()


      


Build a did:pkh:eip155 identifier for an EVM address and chain.
Parameters
	address - EVM address (e.g., 0x742d35Cc6634c0532925a3b844bC9e7595F8fE00) (value)
	chain_id - EVM chain ID (e.g., 42431 for Tempo Moderato) (value)

Returns
DID string in did:pkh:eip155:<chain_id>:<address> format (string)
# descripex:contract
%{
  params: %{
    address: %{
      description: "EVM address (e.g., 0x742d35Cc6634c0532925a3b844bC9e7595F8fE00)",
      kind: :value
    },
    chain_id: %{
      description: "EVM chain ID (e.g., 42431 for Tempo Moderato)",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "DID string in `did:pkh:eip155:<chain_id>:<address>` format",
    example: "did:pkh:eip155:42431:0x742d35Cc6634c0532925a3b844bC9e7595F8fE00"
  }
}

  



  
    
      
    
    
      parse_evm_did(arg1)



        
          
        

    

  


  

      

          @spec parse_evm_did(String.t()) ::
  {:ok, %{chain_id: non_neg_integer(), address: String.t()}}
  | {:error, :invalid_did}


      


Parse a did:pkh:eip155 credential source into chain ID and address.
Parameters
	did - DID string (e.g., did:pkh:eip155:42431:0x...) (value)

Returns
{:ok, %{chain_id: int, address: string}} or {:error, :invalid_did} (tagged_tuple)
Composes With
	evm_did

# descripex:contract
%{
  params: %{
    did: %{
      description: "DID string (e.g., did:pkh:eip155:42431:0x...)",
      kind: :value
    }
  },
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, %{chain_id: int, address: string}}` or `{:error, :invalid_did}`"
  },
  composes_with: [:evm_did]
}

  


        

      


  

    
MPP.Demo.Method 
    



      
Demo payment method — accepts a magic token for local testing.
Used by mix mpp.demo to demonstrate the full 402 handshake without
requiring real payment credentials. The only accepted token is "demo-token".
Credential Payload
The credential payload map must contain:
	"token" — (required) must be "demo-token"
	"externalId" — (optional) caller-provided correlation ID, echoed in receipt


      




  

    
MPP.Demo.Router 
    



      
Demo router for mix mpp.demo — serves a protected endpoint behind MPP.
Routes:
	GET / — welcome page with JSON instructions
	GET /resource — protected endpoint (402 without payment, 200 with valid credential)
	GET /health — unprotected healthcheck


      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
MPP.Errors 
    



      
RFC 9457 Problem Details for MPP payment errors.
Each error type maps to a problem URI under https://paymentauth.org/problems/,
an HTTP status code, and a human-readable title. Use to_map/1 to render an
error as a JSON-compatible map for HTTP response bodies.
Problem Types
Charge / Core
	:payment_required — no payment credential provided (402)
	:payment_insufficient — payment amount too low (402)
	:payment_expired — challenge has expired (402)
	:verification_failed — payment proof is invalid (402)
	:method_unsupported — payment method not accepted (400)
	:malformed_credential — credential cannot be parsed (402)
	:invalid_challenge — challenge ID doesn't match or is unknown (402)
	:credential_mismatch — echoed challenge fields don't match this endpoint (402)
	:invalid_payload — credential payload doesn't match schema (402)
	:bad_request — malformed request (400)
	:payment_action_required — payment requires additional action, e.g. 3DS (402)

Session
	:insufficient_balance — insufficient balance in the payment channel (402)
	:invalid_signature — voucher or close request signature is invalid (402)
	:signer_mismatch — recovered signer is not authorized for this channel (402)
	:amount_exceeds_deposit — voucher cumulative amount exceeds the channel deposit (402)
	:delta_too_small — voucher amount increase is below the minimum delta (402)
	:channel_not_found — no channel with this ID exists (410)
	:channel_closed — channel is closed or finalized (410)

API Functions
	Function	Arity	Description	Param Kinds
	types	0	Return the list of known problem type atoms.	-
	to_map	1	Render the error as an RFC 9457 Problem Details map with string keys.	error: value
	to_json	1	Render the error as an RFC 9457 Problem Details JSON string.	error: value
	new	2	Create an RFC 9457 Problem Detail error for the given problem type.	type: value, detail: value


      


      
        Summary


  
    Types
  


    
      
        problem_type()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(type, detail)

      


        Create an RFC 9457 Problem Detail error for the given problem type.



    


    
      
        to_json(error)

      


        Render the error as an RFC 9457 Problem Details JSON string.



    


    
      
        to_map(error)

      


        Render the error as an RFC 9457 Problem Details map with string keys.



    


    
      
        types()

      


        Return the list of known problem type atoms.



    





      


      
        Types


        


  
    
      
    
    
      problem_type()



        
          
        

    

  


  

      

          @type problem_type() ::
  :payment_required
  | :payment_insufficient
  | :payment_expired
  | :verification_failed
  | :method_unsupported
  | :malformed_credential
  | :invalid_challenge
  | :credential_mismatch
  | :invalid_payload
  | :bad_request
  | :payment_action_required
  | :insufficient_balance
  | :invalid_signature
  | :signer_mismatch
  | :amount_exceeds_deposit
  | :delta_too_small
  | :channel_not_found
  | :channel_closed


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Errors{
  detail: String.t(),
  status: pos_integer(),
  title: String.t(),
  type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(type, detail)



        
          
        

    

  


  

      

          @spec new(problem_type(), String.t()) :: t()


      


Create an RFC 9457 Problem Detail error for the given problem type.
Parameters
	type - Problem type atom (e.g., :payment_required, :verification_failed) (value)
	detail - Human-readable error detail string (value)

Returns
Error struct with type URI, title, status, and detail (struct)
Composes With
	to_map
	to_json

# descripex:contract
%{
  params: %{
    type: %{
      description: "Problem type atom (e.g., `:payment_required`, `:verification_failed`)",
      kind: :value
    },
    detail: %{description: "Human-readable error detail string", kind: :value}
  },
  returns: %{
    type: :struct,
    description: "Error struct with `type` URI, `title`, `status`, and `detail`"
  },
  composes_with: [:to_map, :to_json]
}

  



  
    
      
    
    
      to_json(error)



        
          
        

    

  


  

      

          @spec to_json(t()) :: String.t()


      


Render the error as an RFC 9457 Problem Details JSON string.
Parameters
	error - Error struct to serialize (value)

Returns
JSON string with type, title, status, detail keys (string)
Composes With
	new
	to_map

# descripex:contract
%{
  params: %{error: %{description: "Error struct to serialize", kind: :value}},
  returns: %{
    type: :string,
    description: "JSON string with `type`, `title`, `status`, `detail` keys"
  },
  composes_with: [:new, :to_map]
}

  



  
    
      
    
    
      to_map(error)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Render the error as an RFC 9457 Problem Details map with string keys.
Parameters
	error - Error struct to render (value)

Returns
Map with "type", "title", "status", "detail" keys (map)
Composes With
	new
	to_json

# descripex:contract
%{
  params: %{error: %{description: "Error struct to render", kind: :value}},
  returns: %{
    type: :map,
    description: "Map with `\"type\"`, `\"title\"`, `\"status\"`, `\"detail\"` keys"
  },
  composes_with: [:new, :to_json]
}

  



  
    
      
    
    
      types()



        
          
        

    

  


  

      

          @spec types() :: [problem_type()]


      


Return the list of known problem type atoms.
# descripex:contract
%{}

  


        

      


  

    
MPP.Expires 
    



      
Expiration timestamp helpers for MPP challenges.
Duration helpers return ISO 8601 datetime strings offset from DateTime.utc_now/0.
months/1 uses 30-day months (mppx-compatible). assert!/1 validates that a
timestamp is present, well-formed, and not in the past.
API Functions
	Function	Arity	Description	Param Kinds
	assert!	2	Asserts that expires is present, well-formed, and not in the past.	expires: value, challenge_id: value
	years	1	Returns an ISO 8601 datetime string n years (365 days) from now.	n: value
	months	1	Returns an ISO 8601 datetime string n months (30 days) from now.	n: value
	weeks	1	Returns an ISO 8601 datetime string n weeks from now.	n: value
	days	1	Returns an ISO 8601 datetime string n days from now.	n: value
	hours	1	Returns an ISO 8601 datetime string n hours from now.	n: value
	minutes	1	Returns an ISO 8601 datetime string n minutes from now.	n: value
	seconds	1	Returns an ISO 8601 datetime string n seconds from now.	n: value


      


      
        Summary


  
    Functions
  


    
      
        assert!(expires)

      


        Asserts that expires is present, well-formed, and not in the past.



    


    
      
        assert!(expires, challenge_id)

      


        Asserts that expires is present, well-formed, and not in the past.



    


    
      
        days(n)

      


        Returns an ISO 8601 datetime string n days from now.



    


    
      
        hours(n)

      


        Returns an ISO 8601 datetime string n hours from now.



    


    
      
        minutes(n)

      


        Returns an ISO 8601 datetime string n minutes from now.



    


    
      
        months(n)

      


        Returns an ISO 8601 datetime string n months (30 days) from now.



    


    
      
        seconds(n)

      


        Returns an ISO 8601 datetime string n seconds from now.



    


    
      
        weeks(n)

      


        Returns an ISO 8601 datetime string n weeks from now.



    


    
      
        years(n)

      


        Returns an ISO 8601 datetime string n years (365 days) from now.



    





      


      
        Functions


        


  
    
      
    
    
      assert!(expires)



        
          
        

    

  


  

      

          @spec assert!(term()) :: :ok


      


Asserts that expires is present, well-formed, and not in the past.
Parameters
	expires - RFC 3339 expiration timestamp (value)
	challenge_id - Optional challenge ID for error context (value)

Returns
:ok when valid (atom)
Errors
	:invalid_challenge
	:payment_expired

# descripex:contract
%{
  params: %{
    expires: %{description: "RFC 3339 expiration timestamp", kind: :value},
    challenge_id: %{
      description: "Optional challenge ID for error context",
      kind: :value
    }
  },
  errors: [:invalid_challenge, :payment_expired],
  returns: %{type: :atom, description: "`:ok` when valid"}
}

  



  
    
      
    
    
      assert!(expires, challenge_id)



        
          
        

    

  


  

      

          @spec assert!(term(), String.t() | nil) :: :ok


      


Asserts that expires is present, well-formed, and not in the past.
When challenge_id is provided, it is included in invalid-challenge errors.

  



  
    
      
    
    
      days(n)



        
          
        

    

  


  

      

          @spec days(number()) :: String.t()


      


Returns an ISO 8601 datetime string n days from now.
Parameters
	n - Number of days (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of days", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      hours(n)



        
          
        

    

  


  

      

          @spec hours(number()) :: String.t()


      


Returns an ISO 8601 datetime string n hours from now.
Parameters
	n - Number of hours (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of hours", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      minutes(n)



        
          
        

    

  


  

      

          @spec minutes(number()) :: String.t()


      


Returns an ISO 8601 datetime string n minutes from now.
Parameters
	n - Number of minutes (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of minutes", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      months(n)



        
          
        

    

  


  

      

          @spec months(number()) :: String.t()


      


Returns an ISO 8601 datetime string n months (30 days) from now.
Parameters
	n - Number of 30-day months (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of 30-day months", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      seconds(n)



        
          
        

    

  


  

      

          @spec seconds(number()) :: String.t()


      


Returns an ISO 8601 datetime string n seconds from now.
Parameters
	n - Number of seconds (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of seconds", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      weeks(n)



        
          
        

    

  


  

      

          @spec weeks(number()) :: String.t()


      


Returns an ISO 8601 datetime string n weeks from now.
Parameters
	n - Number of weeks (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of weeks", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  



  
    
      
    
    
      years(n)



        
          
        

    

  


  

      

          @spec years(number()) :: String.t()


      


Returns an ISO 8601 datetime string n years (365 days) from now.
Parameters
	n - Number of 365-day years (value)

Returns
RFC 3339 expiration timestamp (string)
# descripex:contract
%{
  params: %{n: %{description: "Number of 365-day years", kind: :value}},
  returns: %{type: :string, description: "RFC 3339 expiration timestamp"}
}

  


        

      


  

    
MPP.Headers 
    



      
Parse and format the three MPP protocol wire-format headers.
Headers
	WWW-Authenticate: Payment — challenge header using RFC 9110 auth-param syntax
	Authorization: Payment — credential header (scheme + base64url JSON blob)
	Payment-Receipt — receipt header (bare base64url JSON blob)

The Accept-Payment client-preference header lives in MPP.AcceptPayment.
Usage
# Server: format a 402 challenge response header
header_value = MPP.Headers.format_challenge(challenge)
# → ~s(Payment id="x7Tg...", realm="api.example.com", method="stripe", ...)

# Client: parse a 402 challenge from response
{:ok, challenge} = MPP.Headers.parse_challenge(header_value)

# Client: format credential for request
header_value = MPP.Headers.format_credential(credential)
# → "Payment eyJjaGFsbGVuZ2..."

# Server: parse credential from request
{:ok, credential} = MPP.Headers.parse_credential(header_value)

# Server: format receipt for response
header_value = MPP.Headers.format_receipt(receipt)

# Client: parse receipt from response
{:ok, receipt} = MPP.Headers.parse_receipt(header_value)
API Functions
	Function	Arity	Description	Param Kinds
	parse_receipt	1	Parse a Payment-Receipt header value into a receipt struct.	header: value
	format_receipt	1	Format a receipt as a Payment-Receipt header value (bare base64url JSON, no scheme prefix).	receipt: value
	parse_credential	1	Parse an Authorization: Payment header value into a credential struct.	header: value
	format_credential	1	Format a credential as an Authorization: Payment header value.	credential: value
	parse_challenges	1	Parse a WWW-Authenticate header containing one or more Payment challenges. Splits on scheme boundaries, skips non-Payment schemes. Partial failures are tolerated: if some challenges parse and others fail, only the successful ones are returned (matching mppx deserializeList semantics).	header: value
	parse_challenge	1	Parse a WWW-Authenticate: Payment header value into a challenge struct.	header: value
	format_challenge	1	Format a challenge as a WWW-Authenticate: Payment header value with RFC 9110 auth-param syntax.	challenge: value


      


      
        Summary


  
    Functions
  


    
      
        format_challenge(challenge)

      


        Format a challenge as a WWW-Authenticate: Payment header value with RFC 9110 auth-param syntax.



    


    
      
        format_credential(credential)

      


        Format a credential as an Authorization: Payment header value.



    


    
      
        format_receipt(receipt)

      


        Format a receipt as a Payment-Receipt header value (bare base64url JSON, no scheme prefix).



    


    
      
        parse_challenge(header)

      


        Parse a WWW-Authenticate: Payment header value into a challenge struct.



    


    
      
        parse_challenges(header)

      


        Parse a WWW-Authenticate header containing one or more Payment challenges. Splits on scheme boundaries, skips non-Payment schemes. Partial failures are tolerated: if some challenges parse and others fail, only the successful ones are returned (matching mppx deserializeList semantics).



    


    
      
        parse_credential(header)

      


        Parse an Authorization: Payment header value into a credential struct.



    


    
      
        parse_receipt(header)

      


        Parse a Payment-Receipt header value into a receipt struct.



    





      


      
        Functions


        


  
    
      
    
    
      format_challenge(challenge)



        
          
        

    

  


  

      

          @spec format_challenge(MPP.Challenge.t()) :: String.t()


      


Format a challenge as a WWW-Authenticate: Payment header value with RFC 9110 auth-param syntax.
Parameters
	challenge - Challenge struct to format (value)

Returns
Header value string with quoted auth-params (string)
Composes With
	parse_challenge

# descripex:contract
%{
  params: %{
    challenge: %{description: "Challenge struct to format", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Header value string with quoted auth-params"
  },
  composes_with: [:parse_challenge]
}

  



  
    
      
    
    
      format_credential(credential)



        
          
        

    

  


  

      

          @spec format_credential(MPP.Credential.t()) :: String.t()


      


Format a credential as an Authorization: Payment header value.
Parameters
	credential - Credential struct to format (value)

Returns
Header value with Payment scheme prefix and base64url JSON blob (string)
Composes With
	parse_credential

# descripex:contract
%{
  params: %{
    credential: %{description: "Credential struct to format", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Header value with Payment scheme prefix and base64url JSON blob"
  },
  composes_with: [:parse_credential]
}

  



  
    
      
    
    
      format_receipt(receipt)



        
          
        

    

  


  

      

          @spec format_receipt(MPP.Receipt.t()) :: String.t()


      


Format a receipt as a Payment-Receipt header value (bare base64url JSON, no scheme prefix).
Parameters
	receipt - Receipt struct to format (value)

Returns
Base64url-encoded JSON string (string)
Composes With
	parse_receipt

# descripex:contract
%{
  params: %{receipt: %{description: "Receipt struct to format", kind: :value}},
  returns: %{type: :string, description: "Base64url-encoded JSON string"},
  composes_with: [:parse_receipt]
}

  



  
    
      
    
    
      parse_challenge(header)



        
          
        

    

  


  

      

          @spec parse_challenge(String.t()) :: {:ok, MPP.Challenge.t()} | {:error, atom()}


      


Parse a WWW-Authenticate: Payment header value into a challenge struct.
Parameters
	header - Raw WWW-Authenticate header value string (value)

Returns
{:ok, challenge} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_scheme
	:missing_required_params
	:duplicate_param
	:invalid_auth_params
	:request_too_large
	:empty_id
	:invalid_method
	:invalid_request
	:invalid_digest

Composes With
	format_challenge

# descripex:contract
%{
  params: %{
    header: %{
      description: "Raw WWW-Authenticate header value string",
      kind: :value
    }
  },
  errors: [:invalid_scheme, :missing_required_params, :duplicate_param,
   :invalid_auth_params, :request_too_large, :empty_id, :invalid_method,
   :invalid_request, :invalid_digest],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, challenge}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:format_challenge]
}

  



  
    
      
    
    
      parse_challenges(header)



        
          
        

    

  


  

      

          @spec parse_challenges(String.t()) :: {:ok, [MPP.Challenge.t()]} | {:error, atom()}


      


Parse a WWW-Authenticate header containing one or more Payment challenges. Splits on scheme boundaries, skips non-Payment schemes. Partial failures are tolerated: if some challenges parse and others fail, only the successful ones are returned (matching mppx deserializeList semantics).
Parameters
	header - Raw WWW-Authenticate header value, possibly containing multiple challenges (value)

Returns
{:ok, [challenge]} on success, {:error, reason} if no Payment challenges found or all fail to parse (tagged_tuple)
Errors
	:no_payment_challenges
	:invalid_scheme
	:missing_required_params
	:duplicate_param
	:invalid_auth_params
	:request_too_large
	:empty_id
	:invalid_method
	:invalid_request
	:invalid_digest

Composes With
	parse_challenge
	format_challenge

# descripex:contract
%{
  params: %{
    header: %{
      description: "Raw WWW-Authenticate header value, possibly containing multiple challenges",
      kind: :value
    }
  },
  errors: [:no_payment_challenges, :invalid_scheme, :missing_required_params,
   :duplicate_param, :invalid_auth_params, :request_too_large, :empty_id,
   :invalid_method, :invalid_request, :invalid_digest],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, [challenge]}` on success, `{:error, reason}` if no Payment challenges found or all fail to parse"
  },
  composes_with: [:parse_challenge, :format_challenge]
}

  



  
    
      
    
    
      parse_credential(header)



        
          
        

    

  


  

      

          @spec parse_credential(String.t()) :: {:ok, MPP.Credential.t()} | {:error, atom()}


      


Parse an Authorization: Payment header value into a credential struct.
Parameters
	header - Raw Authorization header value string (value)

Returns
{:ok, credential} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_scheme
	:invalid_base64
	:invalid_json
	:missing_required_fields
	:token_too_large

Composes With
	format_credential

# descripex:contract
%{
  params: %{
    header: %{
      description: "Raw Authorization header value string",
      kind: :value
    }
  },
  errors: [:invalid_scheme, :invalid_base64, :invalid_json,
   :missing_required_fields, :token_too_large],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, credential}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:format_credential]
}

  



  
    
      
    
    
      parse_receipt(header)



        
          
        

    

  


  

      

          @spec parse_receipt(String.t()) :: {:ok, MPP.Receipt.t()} | {:error, atom()}


      


Parse a Payment-Receipt header value into a receipt struct.
Parameters
	header - Raw Payment-Receipt header value (bare base64url JSON) (value)

Returns
{:ok, receipt} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_base64
	:invalid_json
	:missing_required_fields
	:token_too_large

Composes With
	format_receipt

# descripex:contract
%{
  params: %{
    header: %{
      description: "Raw Payment-Receipt header value (bare base64url JSON)",
      kind: :value
    }
  },
  errors: [:invalid_base64, :invalid_json, :missing_required_fields,
   :token_too_large],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:format_receipt]
}

  


        

      


  

    
MPP.Hex 
    



      
Small internal hex-string helpers shared across the payment-method and
wire-format modules.
These cover two string-level checks that are used before length/format
validation of Ethereum-style hex addresses and calldata:
	strip_0x/1 — drop an optional 0x prefix, returning the rest unchanged.
	hex_string?/1 — true when the (already prefix-stripped) string is one or
more bare hex digits, with no 0x prefix.

For decode/encode/integer conversion use Onchain.Hex (decode/1, encode/1,
to_integer/1, valid?/1). Note Onchain.Hex.valid?/1 accepts a 0x prefix,
whereas hex_string?/1 here does not — they are not interchangeable.

      


      
        Summary


  
    Functions
  


    
      
        hex_string?(str)

      


        Return true when str is one or more bare hex digits (0-9a-fA-F), with no
0x prefix. An empty string is not valid hex.



    


    
      
        strip_0x(hex)

      


        Drop an optional leading 0x prefix, returning the remaining string unchanged.



    





      


      
        Functions


        


  
    
      
    
    
      hex_string?(str)



        
          
        

    

  


  

      

          @spec hex_string?(String.t()) :: boolean()


      


Return true when str is one or more bare hex digits (0-9a-fA-F), with no
0x prefix. An empty string is not valid hex.

  



  
    
      
    
    
      strip_0x(hex)



        
          
        

    

  


  

      

          @spec strip_0x(String.t()) :: String.t()


      


Drop an optional leading 0x prefix, returning the remaining string unchanged.

  


        

      


  

    
MPP.Intents.Charge 
    



      
Charge intent request schema — the "Intent = Schema" half of MPP.
Defines the shared payment request structure used by all payment methods.
A charge intent specifies what needs to be paid (amount, currency) and
optional metadata (recipient, description, external ID).
The struct uses Elixir snake_case conventions internally. Use to_request/1
and from_request/1 to convert to/from the spec's camelCase JSON format.
Fields
	amount — (required) string in base units (cents for fiat, wei for ETH). Never a float.
	currency — (required) lowercase string (ISO 4217 for fiat, token address for on-chain)
	recipient — (optional) payment recipient identifier
	description — (optional) human-readable description
	external_id — (optional) caller-provided correlation ID
	method_details — (optional) method-specific fields (e.g., Stripe's networkId)

API Functions
	Function	Arity	Description	Param Kinds
	from_request	1	Deserialize a camelCase JSON map back into a charge intent struct.	map: value
	to_request	1	Serialize the charge intent to a JSON-compatible map with camelCase keys per spec.	charge: value
	new	1	Create a new charge intent with validation. Amount must be a string, currency is normalized to lowercase.	opts: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_request(map)

      


        Deserialize a camelCase JSON map back into a charge intent struct.



    


    
      
        new(opts)

      


        Create a new charge intent with validation. Amount must be a string, currency is normalized to lowercase.



    


    
      
        to_request(charge)

      


        Serialize the charge intent to a JSON-compatible map with camelCase keys per spec.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Intents.Charge{
  amount: String.t(),
  currency: String.t(),
  description: String.t() | nil,
  external_id: String.t() | nil,
  method_details: map() | nil,
  recipient: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_request(map)



        
          
        

    

  


  

      

          @spec from_request(map()) :: {:ok, t()} | {:error, atom()}


          @spec from_request(term()) :: {:error, :missing_required_fields}


      


Deserialize a camelCase JSON map back into a charge intent struct.
Parameters
	map - Map with camelCase string keys (from JSON-decoded challenge request) (value)

Returns
{:ok, charge} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:amount_required
	:invalid_amount
	:currency_required
	:invalid_currency
	:missing_required_fields

Composes With
	new
	to_request

# descripex:contract
%{
  params: %{
    map: %{
      description: "Map with camelCase string keys (from JSON-decoded challenge request)",
      kind: :value
    }
  },
  errors: [:amount_required, :invalid_amount, :currency_required,
   :invalid_currency, :missing_required_fields],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, charge}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:new, :to_request]
}

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, atom()}


      


Create a new charge intent with validation. Amount must be a string, currency is normalized to lowercase.
Parameters
	opts - Keyword list with :amount (required string), :currency (required string), :recipient, :description, :external_id, :method_details (all optional) (value)

Returns
{:ok, charge} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:amount_required
	:invalid_amount
	:currency_required
	:invalid_currency

Composes With
	to_request

# descripex:contract
%{
  params: %{
    opts: %{
      description: "Keyword list with `:amount` (required string), `:currency` (required string), `:recipient`, `:description`, `:external_id`, `:method_details` (all optional)",
      kind: :value
    }
  },
  errors: [:amount_required, :invalid_amount, :currency_required,
   :invalid_currency],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, charge}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:to_request]
}

  



  
    
      
    
    
      to_request(charge)



        
          
        

    

  


  

      

          @spec to_request(t()) :: map()


      


Serialize the charge intent to a JSON-compatible map with camelCase keys per spec.
Parameters
	charge - Charge struct to serialize (value)

Returns
Map with camelCase string keys for JSON encoding into challenge request (map)
Composes With
	new
	from_request

# descripex:contract
%{
  params: %{charge: %{description: "Charge struct to serialize", kind: :value}},
  returns: %{
    type: :map,
    description: "Map with camelCase string keys for JSON encoding into challenge `request`"
  },
  composes_with: [:new, :from_request]
}

  


        

      


  

    
MPP.JCS 
    



      
RFC 8785 JSON Canonicalization Scheme (JCS) — MPP subset.
Produces deterministic JSON output by sorting object keys lexicographically
and using minimal whitespace. This ensures two implementations serializing
the same logical data produce byte-identical JSON — critical for HMAC
reproducibility across SDKs.
Used by MPP.Plug and MPP.Mcp when encoding the request field before
base64url encoding and HMAC computation. Matches the canonicalization in
mppx (ox.Json.canonicalize) and mpp-rs (serde_json_canonicalizer) for
all MPP protocol data.
Scope
This implements the subset of RFC 8785 needed by MPP:
	Keys: string, ASCII-only (all MPP protocol fields). Sorted by Elixir
binary comparison, which matches UTF-16 code-unit ordering for ASCII. A
non-string map key (atom, integer) violates the JSON/RFC 8785 contract and
raises ArgumentError rather than emitting non-canonical output.
	Values: strings, integers, booleans, nil, maps, lists.
	Not supported: floats. MPP amounts are strings in base units
(never floats). Passing a float raises FunctionClauseError.

For a general-purpose RFC 8785 implementation (non-ASCII keys, IEEE 754
float serialization), use a dedicated library.
Examples
iex> MPP.JCS.canonicalize(%{"currency" => "usd", "amount" => "1000"})
~S({"amount":"1000","currency":"usd"})

iex> MPP.JCS.canonicalize(%{"b" => %{"d" => 1, "c" => 2}, "a" => 3})
~S({"a":3,"b":{"c":2,"d":1}})
API Functions
	Function	Arity	Description	Param Kinds
	canonicalize	1	Serialize a term to canonical JSON per RFC 8785 (MPP subset: ASCII keys, no floats).	term: value


      


      
        Summary


  
    Types
  


    
      
        canonicalizable()

      


    





  
    Functions
  


    
      
        canonicalize(term)

      


        Serialize a term to canonical JSON per RFC 8785 (MPP subset: ASCII keys, no floats).



    





      


      
        Types


        


  
    
      
    
    
      canonicalizable()



        
          
        

    

  


  

      

          @type canonicalizable() :: map() | list() | String.t() | integer() | boolean() | nil


      



  


        

      

      
        Functions


        


  
    
      
    
    
      canonicalize(term)



        
          
        

    

  


  

      

          @spec canonicalize(canonicalizable()) :: String.t()


      


Serialize a term to canonical JSON per RFC 8785 (MPP subset: ASCII keys, no floats).
Parameters
	term - Elixir term (map, list, string, integer, boolean, or nil) (value)

Returns
Canonical JSON string (string)
# descripex:contract
%{
  params: %{
    term: %{
      description: "Elixir term (map, list, string, integer, boolean, or nil)",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Canonical JSON string"}
}

  


        

      


  

    
MPP.Mcp 
    



      
MCP (Model Context Protocol) payment transport helpers.
Provides constants and helper functions for embedding MPP payment flows
in JSON-RPC messages. Where MPP.Plug handles HTTP 402 challenges via
headers, this module handles the equivalent over MCP's _meta convention.
Constants
Five constants defined by the MPP transport spec for MCP:
	payment_required_code/0 — JSON-RPC error code -32042
	verification_failed_code/0 — JSON-RPC error code -32043
	credential_meta_key/0 — "org.paymentauth/credential"
	payment_required_meta_key/0 — "org.paymentauth/payment-required"
	receipt_meta_key/0 — "org.paymentauth/receipt"

Server Helpers
Build JSON-RPC error responses and extract/attach payment data:
	extract_credential/1 — pull credential from params._meta
	payment_required_error/1 — build -32042 error with challenges
	verification_failed_error/2 — build -32043 error with problem details
	attach_receipt/3 — add receipt + challengeId to result._meta

Client Helpers
Detect payment-required errors and manage credentials:
	payment_required?/1 — check if error is -32042
	extract_challenges/1 — parse challenges from error data
	attach_credential/2 — insert credential into params._meta

API Functions
	Function	Arity	Description	Param Kinds
	attach_credential	2	Attach a payment credential to JSON-RPC request params via _meta.	params: value, credential: value
	extract_challenges	1	Extract and parse payment challenges from a JSON-RPC error map.	error: value
	payment_required?	1	Check whether a JSON-RPC error map indicates payment is required.	error: value
	attach_receipt	3	Attach a payment receipt to a JSON-RPC result map via _meta.	result: value, receipt: value, challenge_id: value
	verification_failed_error	2	Build a JSON-RPC error map for verification failed (-32043) with problem details.	challenges: value, problem: value
	payment_required_error	1	Build a JSON-RPC error map for payment required (-32042) with one or more challenges.	challenges: value
	extract_credential	1	Extract a payment credential from JSON-RPC request params _meta.	params: value
	receipt_meta_key	0	Metadata key for receipts in result._meta.	-
	payment_required_meta_key	0	Metadata key for payment-required results in result._meta.	-
	credential_meta_key	0	Metadata key for credentials in params._meta.	-
	verification_failed_code	0	JSON-RPC error code for verification failed (-32043).	-
	payment_required_code	0	JSON-RPC error code for payment required (-32042).	-


      


      
        Summary


  
    Functions
  


    
      
        attach_credential(params, credential)

      


        Attach a payment credential to JSON-RPC request params via _meta.



    


    
      
        attach_receipt(result, receipt, challenge_id)

      


        Attach a payment receipt to a JSON-RPC result map via _meta.



    


    
      
        credential_meta_key()

      


        Metadata key for credentials in params._meta.



    


    
      
        extract_challenges(map)

      


        Extract and parse payment challenges from a JSON-RPC error map.



    


    
      
        extract_credential(map)

      


        Extract a payment credential from JSON-RPC request params _meta.



    


    
      
        payment_required?(map)

      


        Check whether a JSON-RPC error map indicates payment is required.



    


    
      
        payment_required_code()

      


        JSON-RPC error code for payment required (-32042).



    


    
      
        payment_required_error(challenge)

      


        Build a JSON-RPC error map for payment required (-32042) with one or more challenges.



    


    
      
        payment_required_meta_key()

      


        Metadata key for payment-required results in result._meta.



    


    
      
        receipt_meta_key()

      


        Metadata key for receipts in result._meta.



    


    
      
        verification_failed_code()

      


        JSON-RPC error code for verification failed (-32043).



    


    
      
        verification_failed_error(challenge, problem)

      


        Build a JSON-RPC error map for verification failed (-32043) with problem details.



    





      


      
        Functions


        


  
    
      
    
    
      attach_credential(params, credential)



        
          
        

    

  


  

      

          @spec attach_credential(map(), MPP.Credential.t()) :: map()


      


Attach a payment credential to JSON-RPC request params via _meta.
Parameters
	params - JSON-RPC request params map (value)
	credential - An MPP.Credential.t() struct (value)

Returns
Params map with _meta containing the credential (map)
Composes With
	extract_credential
	extract_challenges

# descripex:contract
%{
  params: %{
    params: %{description: "JSON-RPC request params map", kind: :value},
    credential: %{description: "An `MPP.Credential.t()` struct", kind: :value}
  },
  returns: %{
    type: :map,
    description: "Params map with `_meta` containing the credential"
  },
  composes_with: [:extract_credential, :extract_challenges]
}

  



  
    
      
    
    
      attach_receipt(result, receipt, challenge_id)



        
          
        

    

  


  

      

          @spec attach_receipt(map(), MPP.Receipt.t(), String.t()) :: map()


      


Attach a payment receipt to a JSON-RPC result map via _meta.
Parameters
	result - JSON-RPC result map (value)
	receipt - An MPP.Receipt.t() struct (value)
	challenge_id - The challenge ID this receipt fulfills (value)

Returns
Result map with _meta containing the receipt and challengeId (map)
Composes With
	extract_credential
	payment_required_error

# descripex:contract
%{
  params: %{
    result: %{description: "JSON-RPC result map", kind: :value},
    receipt: %{description: "An `MPP.Receipt.t()` struct", kind: :value},
    challenge_id: %{
      description: "The challenge ID this receipt fulfills",
      kind: :value
    }
  },
  returns: %{
    type: :map,
    description: "Result map with `_meta` containing the receipt and `challengeId`"
  },
  composes_with: [:extract_credential, :payment_required_error]
}

  



  
    
      
    
    
      credential_meta_key()



        
          
        

    

  


  

      

          @spec credential_meta_key() :: String.t()


      


Metadata key for credentials in params._meta.
Returns
Key "org.paymentauth/credential" (string)
# descripex:contract
%{
  returns: %{type: :string, description: "Key `\"org.paymentauth/credential\"`"}
}

  



  
    
      
    
    
      extract_challenges(map)



        
          
        

    

  


  

      

          @spec extract_challenges(map()) ::
  {:ok, [MPP.Challenge.t()]} | {:error, :no_challenges | :invalid_challenge}


          @spec extract_challenges(map()) :: {:error, :no_challenges}


          @spec extract_challenges(map()) :: {:error, :invalid_challenge}


          @spec extract_challenges(map()) ::
  {:ok, [MPP.Challenge.t()]} | {:error, :no_challenges | :invalid_challenge}


          @spec extract_challenges(map()) ::
  {:ok, [MPP.Challenge.t()]} | {:error, :no_challenges | :invalid_challenge}


          @spec extract_challenges(map()) :: {:error, :no_challenges}


      


Extract and parse payment challenges from a JSON-RPC error map.
Parameters
	error - JSON-RPC error map with data.challenges (value)

Returns
{:ok, [challenge]} or {:error, :no_challenges | :invalid_challenge} (tagged_tuple)
Errors
	:no_challenges
	:invalid_challenge

Composes With
	payment_required?
	payment_required_error

# descripex:contract
%{
  params: %{
    error: %{
      description: "JSON-RPC error map with `data.challenges`",
      kind: :value
    }
  },
  errors: [:no_challenges, :invalid_challenge],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, [challenge]}` or `{:error, :no_challenges | :invalid_challenge}`"
  },
  composes_with: [:payment_required?, :payment_required_error]
}

  



  
    
      
    
    
      extract_credential(map)



        
          
        

    

  


  

      

          @spec extract_credential(map()) ::
  {:ok, MPP.Credential.t()}
  | {:error, :no_credential | :invalid_credential | :invalid_challenge}


          @spec extract_credential(map()) :: {:error, :invalid_credential}


          @spec extract_credential(map()) :: {:error, :no_credential}


      


Extract a payment credential from JSON-RPC request params _meta.
Parameters
	params - JSON-RPC request params map with optional _meta containing a credential (value)

Returns
{:ok, credential} or {:error, :no_credential | :invalid_credential | :invalid_challenge} (tagged_tuple)
Errors
	:no_credential
	:invalid_credential
	:invalid_challenge

Composes With
	attach_credential
	attach_receipt

# descripex:contract
%{
  params: %{
    params: %{
      description: "JSON-RPC request params map with optional `_meta` containing a credential",
      kind: :value
    }
  },
  errors: [:no_credential, :invalid_credential, :invalid_challenge],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, credential}` or `{:error, :no_credential | :invalid_credential | :invalid_challenge}`"
  },
  composes_with: [:attach_credential, :attach_receipt]
}

  



  
    
      
    
    
      payment_required?(map)



        
          
        

    

  


  

      

          @spec payment_required?(map()) :: boolean()


          @spec payment_required?(map()) :: boolean()


          @spec payment_required?(map()) :: boolean()


          @spec payment_required?(map()) :: false


      


Check whether a JSON-RPC error map indicates payment is required.
Parameters
	error - JSON-RPC error map with code field (value)

Returns
true if error code is -32042 (boolean)
# descripex:contract
%{
  params: %{
    error: %{description: "JSON-RPC error map with `code` field", kind: :value}
  },
  returns: %{type: :boolean, description: "`true` if error code is `-32042`"}
}

  



  
    
      
    
    
      payment_required_code()



        
          
        

    

  


  

      

          @spec payment_required_code() :: integer()


      


JSON-RPC error code for payment required (-32042).
Returns
Error code -32042 (integer)
# descripex:contract
%{returns: %{type: :integer, description: "Error code `-32042`"}}

  



  
    
      
    
    
      payment_required_error(challenge)



        
          
        

    

  


  

      

          @spec payment_required_error(MPP.Challenge.t() | [MPP.Challenge.t()]) :: map()


          @spec payment_required_error([MPP.Challenge.t()]) :: map()


      


Build a JSON-RPC error map for payment required (-32042) with one or more challenges.
Parameters
	challenges - A single MPP.Challenge struct or a list of challenges (value)

Returns
JSON-RPC error map with code, message, and data containing httpStatus, challenges, and problem (map)
Composes With
	extract_challenges
	verification_failed_error

# descripex:contract
%{
  params: %{
    challenges: %{
      description: "A single `MPP.Challenge` struct or a list of challenges",
      kind: :value
    }
  },
  returns: %{
    type: :map,
    description: "JSON-RPC error map with `code`, `message`, and `data` containing `httpStatus`, `challenges`, and `problem`"
  },
  composes_with: [:extract_challenges, :verification_failed_error]
}

  



  
    
      
    
    
      payment_required_meta_key()



        
          
        

    

  


  

      

          @spec payment_required_meta_key() :: String.t()


      


Metadata key for payment-required results in result._meta.
Returns
Key "org.paymentauth/payment-required" (string)
# descripex:contract
%{
  returns: %{
    type: :string,
    description: "Key `\"org.paymentauth/payment-required\"`"
  }
}

  



  
    
      
    
    
      receipt_meta_key()



        
          
        

    

  


  

      

          @spec receipt_meta_key() :: String.t()


      


Metadata key for receipts in result._meta.
Returns
Key "org.paymentauth/receipt" (string)
# descripex:contract
%{returns: %{type: :string, description: "Key `\"org.paymentauth/receipt\"`"}}

  



  
    
      
    
    
      verification_failed_code()



        
          
        

    

  


  

      

          @spec verification_failed_code() :: integer()


      


JSON-RPC error code for verification failed (-32043).
Returns
Error code -32043 (integer)
# descripex:contract
%{returns: %{type: :integer, description: "Error code `-32043`"}}

  



  
    
      
    
    
      verification_failed_error(challenge, problem)



        
          
        

    

  


  

      

          @spec verification_failed_error(
  MPP.Challenge.t() | [MPP.Challenge.t()],
  MPP.Errors.t()
) :: map()


          @spec verification_failed_error([MPP.Challenge.t()], MPP.Errors.t()) :: map()


      


Build a JSON-RPC error map for verification failed (-32043) with problem details.
Parameters
	challenges - A single MPP.Challenge struct or a list of challenges (value)
	problem - An MPP.Errors.t() struct with RFC 9457 problem details (value)

Returns
JSON-RPC error map with code, message, and data including problem details (map)
Composes With
	payment_required_error
	extract_challenges

# descripex:contract
%{
  params: %{
    challenges: %{
      description: "A single `MPP.Challenge` struct or a list of challenges",
      kind: :value
    },
    problem: %{
      description: "An `MPP.Errors.t()` struct with RFC 9457 problem details",
      kind: :value
    }
  },
  returns: %{
    type: :map,
    description: "JSON-RPC error map with `code`, `message`, and `data` including problem details"
  },
  composes_with: [:payment_required_error, :extract_challenges]
}

  


        

      


  

    
MPP.Method behaviour
    



      
Behaviour for pluggable payment method verification.
A payment method connects the MPP protocol to a real payment system
(Stripe, Tempo, x402/EVM, etc.). Each method module implements three
callbacks that the MPP.Plug middleware uses during the 402 handshake:
	method_name/0 — lowercase-ASCII-letters identifier for protocol headers (spec 1*LOWERALPHA)
	verify/2 — verify a credential payload against a charge intent
	challenge_method_details/1 — (optional) add method-specific fields to challenges

Usage
defmodule MyApp.Payments.Stripe do
  use MPP.Method

  @impl MPP.Method
  def method_name, do: "stripe"

  @impl MPP.Method
  def verify(payload, charge) do
    # payload is the credential's method-specific proof map
    # charge is the validated MPP.Intents.Charge struct
    spt = Map.fetch!(payload, "spt")
    # ... verify with Stripe API ...
    {:ok, MPP.Receipt.new(method: "stripe", reference: "pi_abc123")}
  end

  @impl MPP.Method
  def challenge_method_details(_charge) do
    %{"networkId" => "...", "paymentMethodTypes" => ["card"]}
  end
end
Design
Intent = Schema, Method = Implementation. All methods share the same
MPP.Intents.Charge struct — methods only handle verification. The payload
argument is the raw map from the credential (method-specific proof), not the
full MPP.Credential struct. Methods don't need to know about protocol framing.

      


      
        Summary


  
    Callbacks
  


    
      
        challenge_method_details(charge)

      


        Returns method-specific fields to include in the challenge request.



    


    
      
        method_name()

      


        Returns the lowercase payment method name (e.g., "stripe", "tempo").



    


    
      
        validate_config!(config)

      


        Validates method_config at init time. Raises on missing required keys.



    


    
      
        verify(payload, charge)

      


        Verifies a payment credential payload against a charge intent.



    





      


      
        Callbacks


        


  
    
      
    
    
      challenge_method_details(charge)


        (optional)


        
          
        

    

  


  

      

          @callback challenge_method_details(charge :: MPP.Intents.Charge.t()) :: map() | nil


      


Returns method-specific fields to include in the challenge request.
Called when generating a 402 challenge. The returned map is merged into
charge.method_details so the client knows method-specific requirements
(e.g., Stripe's networkId and paymentMethodTypes).
The default implementation returns nil (no extra fields).

  



  
    
      
    
    
      method_name()



        
          
        

    

  


  

      

          @callback method_name() :: String.t()


      


Returns the lowercase payment method name (e.g., "stripe", "tempo").
Used in the challenge method field and the receipt method field.
Must be a stable identifier of lowercase ASCII letters only — the spec ABNF
is payment-method-id = 1*LOWERALPHA, so digits, dashes, underscores, and
colons are rejected by challenge parsing (:invalid_method) and by
MPP.Plug.init/1 at boot.

  



  
    
      
    
    
      validate_config!(config)


        (optional)


        
          
        

    

  


  

      

          @callback validate_config!(config :: map()) :: :ok


      


Validates method_config at init time. Raises on missing required keys.
Called during MPP.Plug init for each method entry. Use this to
fail fast on misconfiguration (e.g., missing Stripe secret key or
network ID) rather than discovering it at request time.
The default implementation is a no-op (all configs accepted).

  



  
    
      
    
    
      verify(payload, charge)



        
          
        

    

  


  

      

          @callback verify(payload :: map(), charge :: MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


      


Verifies a payment credential payload against a charge intent.
Arguments
	payload — method-specific proof map from the credential
(e.g., %{"spt" => "spt_..."} for Stripe)
	charge — the MPP.Intents.Charge struct from the challenge,
containing amount, currency, recipient, etc.

Returns
	{:ok, MPP.Receipt.t()} — payment verified successfully
	{:error, MPP.Errors.t()} — verification failed with a typed RFC 9457 error


  


        

      


  

    
MPP.Methods.EVM 
    



      
Generic EVM payment method — verifies on-chain ERC-20 or native ETH transfers.
Works on any EVM chain (Ethereum, Base, Polygon, Arbitrum, etc.) by configuring
the appropriate RPC endpoint and chain ID. The client broadcasts a transaction,
then sends the transaction hash as a credential. The server fetches the receipt
via RPC and verifies the transfer matches the charge intent.
Configuration
Pass EVM-specific config via :method_config in MPP.Plug opts:
plug MPP.Plug,
  secret_key: "hmac-secret",
  realm: "api.example.com",
  method: MPP.Methods.EVM,
  amount: "1000000",
  currency: "0xA0b86991c6218b36c1d19D4a2e9Eb0cE3606eB48",
  method_config: %{
    "rpc_url" => "https://mainnet.infura.io/v3/YOUR_KEY",
    "chain_id" => 1
  }
Config Keys
	"rpc_url" — (required) JSON-RPC endpoint URL for the target EVM chain
	"chain_id" — (optional) network chain ID, included in challenge details
so the client knows which chain to transact on
	"store" — (optional) replay-dedup store, on by default (see "Replay
protection"): when absent, the app-started MPP.Tempo.ConCacheStore enforces
single-use of each on-chain transaction hash out of the box. Pass a module
implementing MPP.Tempo.Store (Redis/Postgres for multi-node) or
{MPP.Tempo.ConCacheStore, opts}; a configured store MUST implement the atomic
check_and_mark/2. Pass store: false to opt out (not recommended)
	"req_options" — (optional) merged into the Onchain.RPC call as
:req_options (e.g. [plug: {Req.Test, MyMod}]) for testing stubs

Replay protection
This method verifies an already-broadcast transaction by hash and matches it
against the charge's token/to/amount. That match alone does not bind the
proof to a single use, so without a dedup store one settled transfer can satisfy
unlimited future charges on a static-price route (replay).
Configure "store" to make each transaction hash single-use: the hash is checked
before verification and atomically committed after, reusing the same
MPP.Tempo.Store behaviour (and MPP.Tempo.ConCacheStore) as the Tempo method.
The store's TTL must be ≥ your challenge expires_in (a good default is 2×) so a
hash cannot be evicted and replayed while its challenge is still valid.
Residual limitation: a store makes each transaction single-use, but the
hash-pointer credential carries no on-chain binding to a specific challenge — so
on its first presentation, any unrelated transfer that happens to match
token/to/amount is accepted. Binding a payment to one challenge on-chain is
the EIP-3009 authorization path (nonce = keccak256(challengeId ‖ realm)), tracked
separately in the roadmap; prefer it when per-challenge attribution is required.
Credential Payload
The credential payload map must contain:
	"hash" — (required) 0x-prefixed transaction hash (32 bytes, 66 hex chars)

Currency Conventions
	ERC-20 tokens: use the token contract address as currency
(e.g., "0xA0b86991c6218b36c1d19D4a2e9Eb0cE3606eB48" for USDC on Ethereum)
	Native ETH: use "ETH" or the zero address
("0x0000000000000000000000000000000000000000")

Dependencies
Requires the onchain package for address validation and Transfer event parsing.
API Functions
	Function	Arity	Description	Param Kinds
	challenge_method_details	1	Return EVM-specific fields (chainId) for the 402 challenge.	charge: value
	verify	2	Verify an EVM credential by checking on-chain settlement via transaction receipt.	payload: value, charge: value
	validate_config!	1	Validate EVM method_config at init time. Raises on missing rpc_url.	config: value
	method_name	0	Return the payment method identifier for EVM.	-


      


      
        Summary


  
    Functions
  


    
      
        challenge_method_details(charge)

      


        Return EVM-specific fields (chainId) for the 402 challenge.



    


    
      
        method_name()

      


        Return the payment method identifier for EVM.



    


    
      
        validate_config!(config)

      


        Validate EVM method_config at init time. Raises on missing rpc_url.



    


    
      
        verify(payload, charge)

      


        Verify an EVM credential by checking on-chain settlement via transaction receipt.



    





      


      
        Functions


        


  
    
      
    
    
      challenge_method_details(charge)



        
          
        

    

  


  

      

          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map() | nil


          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map() | nil


      


Return EVM-specific fields (chainId) for the 402 challenge.
Parameters
	charge - Charge struct with method_details optionally containing chain_id (value)

Returns
Map with chainId key, or nil if no chain_id configured (map_or_nil)
# descripex:contract
%{
  params: %{
    charge: %{
      description: "Charge struct with method_details optionally containing `chain_id`",
      kind: :value
    }
  },
  returns: %{
    type: :map_or_nil,
    description: "Map with `chainId` key, or `nil` if no `chain_id` configured"
  }
}

  



  
    
      
    
    
      method_name()



        
          
        

    

  


  

      

          @spec method_name() :: String.t()


      


Return the payment method identifier for EVM.
# descripex:contract
%{}

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(map()) :: :ok


          @spec validate_config!(map()) :: :ok


      


Validate EVM method_config at init time. Raises on missing rpc_url.
Parameters
	config - method_config map to validate (value)

Returns
:ok on success, raises ArgumentError on missing keys (atom)
# descripex:contract
%{
  params: %{
    config: %{description: "method_config map to validate", kind: :value}
  },
  returns: %{
    type: :atom,
    description: "`:ok` on success, raises `ArgumentError` on missing keys"
  }
}

  



  
    
      
    
    
      verify(payload, charge)



        
          
        

    

  


  

      

          @spec verify(map(), MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


      


Verify an EVM credential by checking on-chain settlement via transaction receipt.
Parameters
	payload - Credential payload map with "hash" (0x-prefixed transaction hash) (value)
	charge - Charge intent struct with amount, currency, recipient, and method_details (including rpc_url) (value)

Returns
{:ok, receipt} on success, {:error, error} on failure (tagged_tuple)
Errors
	:invalid_payload
	:verification_failed

# descripex:contract
%{
  params: %{
    payload: %{
      description: "Credential payload map with `\"hash\"` (0x-prefixed transaction hash)",
      kind: :value
    },
    charge: %{
      description: "Charge intent struct with amount, currency, recipient, and method_details (including `rpc_url`)",
      kind: :value
    }
  },
  errors: [:invalid_payload, :verification_failed],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, error}` on failure"
  }
}

  


        

      


  

    
MPP.Methods.Shared 
    



      
Verification helpers shared by the payment-method modules
(MPP.Methods.EVM, MPP.Methods.Tempo, MPP.Methods.Stripe).
These are small, method-agnostic building blocks. require_config/3 takes a
human-readable method label so its error message names the calling method.

      


      
        Summary


  
    Functions
  


    
      
        check_receipt_status(map)

      


        Assert an on-chain transaction receipt succeeded (status == 1).



    


    
      
        parse_charge_amount(amount)

      


        Parse a charge amount string into an integer.



    


    
      
        require_config(config, key, label)

      


        Fetch a required key from a method's config map.



    





      


      
        Functions


        


  
    
      
    
    
      check_receipt_status(map)



        
          
        

    

  


  

      

          @spec check_receipt_status(map()) :: :ok | {:error, MPP.Errors.t()}


      


Assert an on-chain transaction receipt succeeded (status == 1).
Returns :ok, or a :verification_failed error when the transaction reverted.

  



  
    
      
    
    
      parse_charge_amount(amount)



        
          
        

    

  


  

      

          @spec parse_charge_amount(String.t()) :: {:ok, integer()} | {:error, MPP.Errors.t()}


      


Parse a charge amount string into an integer.
Returns {:ok, integer}, or a :verification_failed error when amount is
not a valid integer string.

  



  
    
      
    
    
      require_config(config, key, label)



        
          
        

    

  


  

      

          @spec require_config(map(), term(), String.t()) ::
  {:ok, term()} | {:error, MPP.Errors.t()}


      


Fetch a required key from a method's config map.
Returns {:ok, value}, or a :verification_failed error naming the method via
label (e.g. "EVM", "Tempo", "Stripe") and the missing key.

  


        

      


  

    
MPP.Methods.Stripe 
    



      
Stripe payment method — verifies payment via Stripe PaymentIntent with SPT.
The client creates a Shared Payment Granted Token (SPT) via Stripe, includes
it in the credential payload, and the server creates a PaymentIntent with
confirm: true to charge it immediately.
Configuration
Pass Stripe-specific config via :method_config in MPP.Plug opts:
plug MPP.Plug,
  secret_key: "hmac-secret",
  realm: "api.example.com",
  method: MPP.Methods.Stripe,
  amount: "5000",
  currency: "usd",
  method_config: %{
    "stripe_secret_key" => "sk_test_...",
    "network_id" => "profile_1Mqx...",
    "payment_method_types" => ["card"]
  }
Config Keys
	"stripe_secret_key" — (required) Stripe secret key for PaymentIntent creation
	"network_id" — (required) Stripe Business Network profile ID
	"payment_method_types" — (optional) accepted payment methods, defaults to ["card"]
	"realm" — (optional, injected by Plug) server realm for analytics metadata

Credential Payload
The credential payload map must contain:
	"spt" — (required) Stripe Shared Payment Granted Token (e.g., "spt_1N4...")
	"externalId" — (optional) caller-provided correlation ID, echoed in receipt

API Functions
	Function	Arity	Description	Param Kinds
	challenge_method_details	1	Return Stripe-specific fields (networkId, paymentMethodTypes) for the 402 challenge.	charge: value
	verify	2	Verify a Stripe SPT credential by creating a PaymentIntent with confirm: true.	payload: value, charge: value
	validate_config!	1	Validate Stripe method_config at init time. Raises on missing stripe_secret_key or network_id.	config: value
	method_name	0	Return the payment method identifier for Stripe.	-


      


      
        Summary


  
    Functions
  


    
      
        challenge_method_details(charge)

      


        Return Stripe-specific fields (networkId, paymentMethodTypes) for the 402 challenge.



    


    
      
        method_name()

      


        Return the payment method identifier for Stripe.



    


    
      
        validate_config!(config)

      


        Validate Stripe method_config at init time. Raises on missing stripe_secret_key or network_id.



    


    
      
        verify(payload, charge)

      


        Verify a Stripe SPT credential by creating a PaymentIntent with confirm: true.



    





      


      
        Functions


        


  
    
      
    
    
      challenge_method_details(charge)



        
          
        

    

  


  

      

          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map() | nil


          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map() | nil


      


Return Stripe-specific fields (networkId, paymentMethodTypes) for the 402 challenge.
Parameters
	charge - Charge struct with method_details containing network_id and optionally payment_method_types (value)

Returns
Map with networkId and paymentMethodTypes keys, or nil if no network_id configured (map_or_nil)
# descripex:contract
%{
  params: %{
    charge: %{
      description: "Charge struct with method_details containing `network_id` and optionally `payment_method_types`",
      kind: :value
    }
  },
  returns: %{
    type: :map_or_nil,
    description: "Map with `networkId` and `paymentMethodTypes` keys, or `nil` if no `network_id` configured"
  }
}

  



  
    
      
    
    
      method_name()



        
          
        

    

  


  

      

          @spec method_name() :: String.t()


      


Return the payment method identifier for Stripe.
# descripex:contract
%{}

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(map()) :: :ok


          @spec validate_config!(map()) :: :ok


      


Validate Stripe method_config at init time. Raises on missing stripe_secret_key or network_id.
Parameters
	config - method_config map to validate (value)

Returns
:ok on success, raises ArgumentError on missing keys (atom)
# descripex:contract
%{
  params: %{
    config: %{description: "method_config map to validate", kind: :value}
  },
  returns: %{
    type: :atom,
    description: "`:ok` on success, raises `ArgumentError` on missing keys"
  }
}

  



  
    
      
    
    
      verify(payload, charge)



        
          
        

    

  


  

      

          @spec verify(map(), MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


      


Verify a Stripe SPT credential by creating a PaymentIntent with confirm: true.
Parameters
	payload - Credential payload map containing "spt" (Stripe Shared Payment Granted Token) (value)
	charge - Charge intent struct with amount, currency, and method_details (including stripe_secret_key) (value)

Returns
{:ok, receipt} on success, {:error, error} on failure (tagged_tuple)
Errors
	:invalid_payload
	:verification_failed

# descripex:contract
%{
  params: %{
    payload: %{
      description: "Credential payload map containing `\"spt\"` (Stripe Shared Payment Granted Token)",
      kind: :value
    },
    charge: %{
      description: "Charge intent struct with amount, currency, and method_details (including `stripe_secret_key`)",
      kind: :value
    }
  },
  errors: [:invalid_payload, :verification_failed],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, error}` on failure"
  }
}

  


        

      


  

    
MPP.Methods.Tempo 
    



      
Tempo payment method — verifies payment via on-chain TIP-20 token transfer.
Tempo supports two credential types:
	type="hash" — Client already broadcast the transaction; server verifies
the receipt via RPC (eth_getTransactionReceipt).
	type="transaction" — Client sends a signed Tempo Transaction (0x76);
server decodes, optionally adds fee payer signature, broadcasts, and verifies.

Configuration
Pass Tempo-specific config via :method_config in MPP.Plug opts:
plug MPP.Plug,
  secret_key: "hmac-secret",
  realm: "api.example.com",
  method: MPP.Methods.Tempo,
  amount: "1000000",
  currency: "0x20c0000000000000000000000000000000000000",
  method_config: %{
    "rpc_url" => "https://rpc.moderato.tempo.xyz",
    "chain_id" => 42431,
    "fee_payer" => false
  }
Config Keys
	"rpc_url" — (required) Tempo RPC endpoint URL
	"chain_id" — (optional) network chain ID, defaults to 42431 (Moderato testnet)
	"fee_payer" — (optional) enable server-side fee sponsorship, defaults to false.
When true, the server co-signs client transactions with domain 0x78 to pay
transaction fees. Requires "fee_payer_private_key" and "fee_token", unless
"fee_payer_url" is set for hosted sponsorship.
	"fee_payer_url" — (optional) URL of a hosted fee-payer service that implements
eth_fillTransaction. When set, the server delegates co-signing to the remote
endpoint instead of using "fee_payer_private_key". Mutually exclusive with the
local key path.
	"fee_payer_private_key" — (required when fee_payer: true and no fee_payer_url)
hex-encoded 32-byte
secp256k1 private key for the fee payer account
	"fee_token" — (required for local co-sign when fee_payer: true and no
fee_payer_url) hex address of a USD-denominated
TIP-20 token to use for fee payment (e.g., pathUSD). Must be on the sponsor
allowlist (fee_payer_allowed_fee_tokens or per-chain defaults).
	"fee_payer_allowed_fee_tokens" — (optional, fee_payer: true only) list of
hex addresses overriding the default sponsor fee-token allowlist.
	"fee_payer_policy" — (optional, fee_payer: true only) map of sponsor
ceilings overriding the per-chain defaults: "max_gas",
"max_fee_per_gas", "max_priority_fee_per_gas", "max_total_fee" (wei),
and "max_validity_window_seconds" (seconds). Bounds the client-supplied
gas fields and validity window before the server co-signs so a malicious
client cannot drain the fee-payer wallet via inflated gas price, total fee
budget, or a padded access list, nor hold a co-signed sponsorship
broadcastable far into the future. See MPP.Methods.Tempo.FeePayerPolicy.
	"memo" — (optional) bytes32 hex memo for transferWithMemo
	"wait_for_confirmation" — (optional) when false, broadcasts without waiting
for on-chain confirmation. Pre-simulates the full co-signed transaction via
eth_simulateV1 first (same guard as the default path) to reject a tx that would
revert before broadcast, then broadcasts async and returns an optimistic receipt.
Default true.
	"store" — (optional) replay-dedup store. On by default — when absent, the
app-started MPP.Tempo.ConCacheStore is used so replay protection is enabled out of
the box (issue #7). Pass a module implementing MPP.Tempo.Store (Redis,
Postgres, etc. — for multi-node deployments) or {MPP.Tempo.ConCacheStore, opts} to
configure the built-in store (for example a custom cache :name). A configured store
MUST implement the atomic check_and_mark/2. Pass store: false to explicitly opt out
of dedup (not recommended; incompatible with a static "memo").
	"require_presenter_binding" — (optional) require type="hash" and
type="transaction" credential presenters to prove control of the transfer's
sender wallet via a "presenterSignature" payload field (see Presenter
binding below). Defaults to false.

Credential Payload
The credential payload map must contain one of:
	"type" => "hash", "hash" => "0x..." — transaction hash for receipt verification
	"type" => "transaction", "signature" => "..." — RLP-serialized signed Tempo Transaction

Both may additionally carry "presenterSignature" => "0x..." (see below).
Presenter Binding
On the hash/transaction paths, dedup is keyed on the tx hash alone — nothing in the
base protocol proves the credential presenter controls the wallet that broadcast
the transfer, so a third party who observes a settled transfer can race its hash
against their own fresh challenge (the residual documented in GHSA-34g7-vx6g-82mq).
Setting "require_presenter_binding" => true closes that race: the presenter must
include "presenterSignature", an EIP-712 signature over the same Proof typed
data the type="proof" path uses (domain {name: "MPP", version: "3", chainId},
struct {account, challengeId, realm} — see MPP.Methods.Tempo.Proof), signed by
the transfer sender's wallet or one of its authorized access keys.
	type="hash" — the credential's top-level source (a did:pkh:eip155: DID)
is required and names the account; the signature must recover to it, and the
matched transfer's from must equal it.
	type="transaction" — the account is the sender recovered from the signed
transaction itself; a source, when present, must match it.

When the flag is off (default) a supplied "presenterSignature" is still verified
(an invalid one is rejected), so compliant clients can send it unconditionally.
The requirement is advertised to clients as "presenterBinding" => true in the
402 challenge's method details.
This is a deliberate hardening extension beyond the reference SDKs: neither mpp-rs
nor mppx binds the presenter on the hash path (both default the expected sender to
the receipt's from — refs/mpp-rs/src/protocol/methods/tempo/method.rs verify_hash,
refs/mppx/src/tempo/server/Charge.ts hash branch), which is why it is opt-in.
Dependencies
Requires the onchain and onchain_tempo packages for RPC calls, transfer log
parsing, and 0x76 Tempo transaction handling.
API Functions
	Function	Arity	Description	Param Kinds
	challenge_method_details	1	Return Tempo-specific fields (chainId, feePayer, memo, presenterBinding) for the 402 challenge.	charge: value
	verify	2	Verify a Tempo credential by checking on-chain settlement.	payload: value, charge: value
	validate_config!	1	Validate Tempo method_config at init time. Raises on missing rpc_url or unavailable onchain / onchain_tempo dependencies.	config: value
	method_name	0	Return the payment method identifier for Tempo.	-


      


      
        Summary


  
    Functions
  


    
      
        challenge_method_details(charge)

      


        Return Tempo-specific fields (chainId, feePayer, memo, presenterBinding) for the 402 challenge.



    


    
      
        method_name()

      


        Return the payment method identifier for Tempo.



    


    
      
        validate_config!(config)

      


        Validate Tempo method_config at init time. Raises on missing rpc_url or unavailable onchain / onchain_tempo dependencies.



    


    
      
        verify(payload, charge)

      


        Verify a Tempo credential by checking on-chain settlement.



    





      


      
        Functions


        


  
    
      
    
    
      challenge_method_details(charge)



        
          
        

    

  


  

      

          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map() | nil


          @spec challenge_method_details(MPP.Intents.Charge.t()) :: map()


      


Return Tempo-specific fields (chainId, feePayer, memo, presenterBinding) for the 402 challenge.
Parameters
	charge - Charge struct with method_details containing chain_id, fee_payer, and optionally memo (value)

Returns
Map with chainId (default 42431), feePayer (default false), optional memo, and presenterBinding (present and true only when required) (map)
# descripex:contract
%{
  params: %{
    charge: %{
      description: "Charge struct with method_details containing `chain_id`, `fee_payer`, and optionally `memo`",
      kind: :value
    }
  },
  returns: %{
    type: :map,
    description: "Map with `chainId` (default 42431), `feePayer` (default false), optional `memo`, and `presenterBinding` (present and `true` only when required)"
  }
}

  



  
    
      
    
    
      method_name()



        
          
        

    

  


  

      

          @spec method_name() :: String.t()


      


Return the payment method identifier for Tempo.
# descripex:contract
%{}

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(map()) :: :ok


          @spec validate_config!(map()) :: :ok


      


Validate Tempo method_config at init time. Raises on missing rpc_url or unavailable onchain / onchain_tempo dependencies.
Parameters
	config - method_config map to validate (value)

Returns
:ok on success, raises ArgumentError on missing keys (atom)
# descripex:contract
%{
  params: %{
    config: %{description: "method_config map to validate", kind: :value}
  },
  returns: %{
    type: :atom,
    description: "`:ok` on success, raises `ArgumentError` on missing keys"
  }
}

  



  
    
      
    
    
      verify(payload, charge)



        
          
        

    

  


  

      

          @spec verify(map(), MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


          @spec verify(map(), MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


          @spec verify(map(), MPP.Intents.Charge.t()) ::
  {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


          @spec verify(map(), MPP.Intents.Charge.t()) :: {:error, MPP.Errors.t()}


      


Verify a Tempo credential by checking on-chain settlement.
Parameters
	payload - Credential payload map with "type" ("hash" or "transaction") and corresponding proof field (value)
	charge - Charge intent struct with amount, currency, and method_details (including rpc_url) (value)

Returns
{:ok, receipt} on success, {:error, error} on failure (tagged_tuple)
Errors
	:invalid_payload
	:verification_failed

# descripex:contract
%{
  params: %{
    payload: %{
      description: "Credential payload map with `\"type\"` (`\"hash\"` or `\"transaction\"`) and corresponding proof field",
      kind: :value
    },
    charge: %{
      description: "Charge intent struct with amount, currency, and method_details (including `rpc_url`)",
      kind: :value
    }
  },
  errors: [:invalid_payload, :verification_failed],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, error}` on failure"
  }
}

  


        

      


  

    
MPP.Methods.Tempo.FeePayerPolicy 
    



      
Sponsor (fee-payer) gas-economics policy for Tempo transactions.
When the server acts as fee payer it co-signs and broadcasts a client-signed
0x76 envelope, paying the gas from its own wallet. Without bounds, a malicious
client embeds arbitrary gas parameters and drains that wallet
(GHSA-vv77-66rf-pm86 — unbounded max_fee_per_gas/max_priority_fee_per_gas;
GHSA-qpxh-ff8m-c62v — access-list padding). The same family covers intrinsic
gas: padded/non-canonical calldata or a nonzero call value inflate what the
sponsor pays without changing the decoded payment intent (mppx #602). This
module bounds the client-supplied gas fields, the total fee budget, the access
list, per-call value, and calldata canonicality before the server co-signs.
The model mirrors the mppx (TypeScript) and mpp-rs (Rust) reference SDKs:
absolute ceilings with per-chain defaults, overridable per server. Checks
(all comparisons match the references):
	gas_limit in 1..policy.max_gas
	max_fee_per_gas in 1..policy.max_fee_per_gas
	gas_limit * max_fee_per_gas <= policy.max_total_fee (worst-case budget cap)
	max_priority_fee_per_gas <= max_fee_per_gas and <= policy.max_priority_fee_per_gas
	expiring nonce key required; valid_before present, in the future, and
within policy.max_validity_window_seconds of now (bounds how long a
sponsorship the server co-signs can sit broadcastable)
	access list empty (fee-payer call scopes never need one)
	every call carries zero native value
	calldata for each recognized TIP-20 / DEX call is byte-exact canonical — no
trailing padding or non-canonical high-order bytes that raise intrinsic gas
without changing the decoded intent (ports mppx #602; unknown selectors are
left to Transaction.validate_call_scope/1)

Any field that is not a well-formed RLP scalar (e.g. a list where a number is
expected, or a truncated envelope) is rejected — the policy fails closed on
malformed input rather than coercing it to zero.
The validity window is an absolute max_validity_window_seconds cap (matching
mpp-rs). mppx additionally ties the ceiling to challengeExpires + 60s; we do
not, so a co-signed sponsorship stays broadcastable up to the full window even
past challenge expiry — lower max_validity_window_seconds if you need a
tighter, challenge-relative bound.
Overrides
Pass a "fee_payer_policy" map in :method_config to raise or lower any
ceiling (max_validity_window_seconds is in seconds; the rest are wei). Each
unset key falls back to the per-chain default:
"fee_payer_policy" => %{
  "max_gas" => 2_000_000,
  "max_fee_per_gas" => 100_000_000_000,
  "max_priority_fee_per_gas" => 10_000_000_000,
  "max_total_fee" => 50_000_000_000_000_000,
  "max_validity_window_seconds" => 900
}
Not a substitute for simulation
This policy bounds the price the server will pay. It does not catch a
gas_limit set too low to complete the call (GHSA-vj8p-hp9x-gh47): that
requires pre-broadcast simulation of the co-signed transaction.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Resolved sponsor gas-economics and validity-window ceilings.



    





  
    Functions
  


    
      
        default_allowed_fee_tokens(chain_id)

      


        Return the default sponsor fee-token allowlist for chain_id.



    


    
      
        fee_token_allowed?(chain_id, fee_token, overrides \\ nil)

      


        Return true when fee_token is on the allowlist for chain_id.



    


    
      
        resolve(chain_id, overrides)

      


        Resolve the policy for chain_id, applying optional overrides.



    


    
      
        validate(tx, policy)

      


        Validate a transaction's gas economics and validity window against policy.



    


    
      
        validate(tx, policy, now)

      


        Like validate/2, but evaluates the validity window against now
(unix seconds) instead of the system clock.
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      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Methods.Tempo.FeePayerPolicy{
  max_fee_per_gas: non_neg_integer(),
  max_gas: non_neg_integer(),
  max_priority_fee_per_gas: non_neg_integer(),
  max_total_fee: non_neg_integer(),
  max_validity_window_seconds: non_neg_integer()
}


      


Resolved sponsor gas-economics and validity-window ceilings.

  


        

      

      
        Functions


        


  
    
      
    
    
      default_allowed_fee_tokens(chain_id)



        
          
        

    

  


  

      

          @spec default_allowed_fee_tokens(non_neg_integer()) :: [String.t()]


      


Return the default sponsor fee-token allowlist for chain_id.
Matches mppx defaultAllowedFeeTokens / mpp-rs default_allowed_fee_tokens:
pathUSD plus the chain's default currency (USDC on mainnet, pathUSD on Moderato).

  



    

  
    
      
    
    
      fee_token_allowed?(chain_id, fee_token, overrides \\ nil)



        
          
        

    

  


  

      

          @spec fee_token_allowed?(non_neg_integer(), String.t(), [String.t()] | nil) ::
  boolean()


      


Return true when fee_token is on the allowlist for chain_id.
overrides is an optional list of hex addresses replacing the per-chain default.

  



  
    
      
    
    
      resolve(chain_id, overrides)



        
          
        

    

  


  

      

          @spec resolve(non_neg_integer(), map() | nil) :: t()


      


Resolve the policy for chain_id, applying optional overrides.
overrides is a string-keyed map ("max_gas", "max_fee_per_gas",
"max_priority_fee_per_gas", "max_total_fee",
"max_validity_window_seconds"); non-integer or negative values are ignored
in favor of the per-chain default.
Examples
iex> p = MPP.Methods.Tempo.FeePayerPolicy.resolve(42_431, nil)
iex> {p.max_fee_per_gas, p.max_priority_fee_per_gas}
{100_000_000_000, 50_000_000_000}

iex> p = MPP.Methods.Tempo.FeePayerPolicy.resolve(4217, %{"max_gas" => 500_000})
iex> {p.max_gas, p.max_priority_fee_per_gas}
{500_000, 10_000_000_000}

  



  
    
      
    
    
      validate(tx, policy)



        
          
        

    

  


  

      

          @spec validate(Onchain.Tempo.Transaction.t(), t()) :: :ok | {:error, String.t()}


      


Validate a transaction's gas economics and validity window against policy.
Returns :ok or {:error, reason} (binary). Fields are read from the parsed
0x76 envelope. The validity-window check is evaluated against the current
system time; pass validate/3 with an explicit now (unix seconds) to make
the comparison deterministic.

  



  
    
      
    
    
      validate(tx, policy, now)



        
          
        

    

  


  

      

          @spec validate(Onchain.Tempo.Transaction.t(), t(), integer()) ::
  :ok | {:error, String.t()}


      


Like validate/2, but evaluates the validity window against now
(unix seconds) instead of the system clock.

  


        

      


  

    
MPP.Methods.Tempo.HostedFeePayer 
    



      
Hosted Tempo fee-payer JSON-RPC fill support.
This module sends a client-signed sponsorship envelope to a configured
eth_fillTransaction endpoint and locally rebuilds the broadcastable 0x76
transaction from the returned fee token and fee-payer signature.

      


      
        Summary


  
    Functions
  


    
      
        build_fill_request(tx)

      


        Build the eth_fillTransaction request map for a client-signed sponsorship envelope.



    


    
      
        fill(tx, url, opts \\ [])

      


        Co-signs a client transaction via a hosted eth_fillTransaction endpoint.



    





      


      
        Functions


        


  
    
      
    
    
      build_fill_request(tx)



        
          
        

    

  


  

      

          @spec build_fill_request(Onchain.Tempo.Transaction.t()) ::
  {:ok, map()} | {:error, String.t()}


      


Build the eth_fillTransaction request map for a client-signed sponsorship envelope.

  



    

  
    
      
    
    
      fill(tx, url, opts \\ [])



        
          
        

    

  


  

      

          @spec fill(Onchain.Tempo.Transaction.t(), String.t(), keyword()) ::
  {:ok, Onchain.Tempo.Transaction.t()} | {:error, String.t()}


      


Co-signs a client transaction via a hosted eth_fillTransaction endpoint.
Returns {:ok, tx} with updated raw hex, or {:error, reason}.

  


        

      


  

    
MPP.Methods.Tempo.Proof 
    



      
EIP-712 proof credentials for zero-amount Tempo charge flows.
Wallet-bound MPP domain version 3: the signed account field binds the
proof to a specific payer so it cannot be replayed against another wallet for
the same challenge. Matches refs/mppx/src/tempo/internal/proof.ts.

      


      
        Summary
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        params()

      


    





  
    Functions
  


    
      
        hash(params)

      


        Compute the EIP-712 signing digest (32-byte binary) for a proof credential.



    


    
      
        recover_authorized_proof_signer(params, signature_hex, source_address)

      


        Recover the authorized access-key signer when direct wallet verification fails.



    


    
      
        typed_data(map)

      


        Build the EIP-712 typed-data map for a Tempo proof credential.



    


    
      
        verify_signature(params, signature_hex, expected_account)

      


        Verify a proof signature recovers to expected_account.
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      params()



        
          
        

    

  


  

      

          @type params() :: %{
  account: String.t(),
  chain_id: non_neg_integer(),
  challenge_id: String.t(),
  realm: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      hash(params)



        
          
        

    

  


  

      

          @spec hash(params()) :: <<_::256>>


      


Compute the EIP-712 signing digest (32-byte binary) for a proof credential.

  



  
    
      
    
    
      recover_authorized_proof_signer(params, signature_hex, source_address)



        
          
        

    

  


  

      

          @spec recover_authorized_proof_signer(params(), String.t(), String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Recover the authorized access-key signer when direct wallet verification fails.
Matches recoverAuthorizedProofSigner in refs/mppx/src/tempo/server/Charge.ts.
Returns {:ok, access_key_address} or {:error, reason}.

  



  
    
      
    
    
      typed_data(map)



        
          
        

    

  


  

      

          @spec typed_data(params()) :: Cartouche.Typed.t()


      


Build the EIP-712 typed-data map for a Tempo proof credential.

  



  
    
      
    
    
      verify_signature(params, signature_hex, expected_account)



        
          
        

    

  


  

      

          @spec verify_signature(params(), String.t(), String.t()) :: :ok | {:error, String.t()}


      


Verify a proof signature recovers to expected_account.
Returns :ok or {:error, reason}.

  


        

      


  

    
MPP.Methods.Tempo.SessionReceipt 
    



      
Session-intent receipt for Tempo — returned in the Payment-Receipt header
for session/pay-as-you-go payments.
Extends the base MPP.Receipt contract with session-specific
fields: channel_id, accepted_cumulative, spent, and the optional
units / tx_hash. The reference field mirrors channel_id so this
receipt satisfies the base receipt shape.
Serialized as base64url-encoded JSON (no padding) for transport. Wire keys
are camelCase (challengeId, channelId, acceptedCumulative, txHash) to
stay compatible with the mppx and mpp-rs reference SDKs. Optional fields
are omitted from the wire JSON entirely when nil (not serialized as
null).
Receipts only represent success. Session failures are communicated via
HTTP 402 responses with RFC 9457 Problem Details (see MPP.Errors).
Fields
	method — always "tempo"
	intent — always "session"
	status — always "success"
	timestamp — RFC 3339 datetime string (set by new/1 from
DateTime.utc_now/0 unless overridden)
	reference — mirrors channel_id; satisfies the base receipt contract
	challenge_id — challenge identifier
	channel_id — payment channel identifier (hex)
	accepted_cumulative — highest accepted cumulative voucher amount
(decimal string; bigint wire format)
	spent — amount spent in this session (decimal string)
	units — optional integer, number of units consumed
	tx_hash — optional settlement transaction hash (hex)
	external_id — optional merchant correlation ID echoed from the charge request

API Functions
	Function	Arity	Description	Param Kinds
	from_header	1	Decode a base64url JSON Payment-Receipt header value into a session receipt.	encoded: value
	to_header	1	Encode a session receipt to a base64url JSON string (no padding) for the Payment-Receipt header.	receipt: value
	new	1	Create a new Tempo session receipt with defaults for method/intent/status/timestamp.	opts: value
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_header(encoded)

      


        Decode a base64url JSON Payment-Receipt header value into a session receipt.



    


    
      
        new(opts)

      


        Create a new Tempo session receipt with defaults for method/intent/status/timestamp.



    


    
      
        to_header(receipt)

      


        Encode a session receipt to a base64url JSON string (no padding) for the Payment-Receipt header.
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          @type t() :: %MPP.Methods.Tempo.SessionReceipt{
  accepted_cumulative: String.t(),
  challenge_id: String.t(),
  channel_id: String.t(),
  external_id: String.t() | nil,
  intent: String.t(),
  method: String.t(),
  reference: String.t(),
  spent: String.t(),
  status: String.t(),
  timestamp: String.t(),
  tx_hash: String.t() | nil,
  units: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_header(encoded)



        
          
        

    

  


  

      

          @spec from_header(String.t()) :: {:ok, t()} | {:error, atom()}


      


Decode a base64url JSON Payment-Receipt header value into a session receipt.
Parameters
	encoded - Base64url-encoded JSON session receipt string (value)

Returns
{:ok, receipt} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_base64
	:invalid_json
	:missing_required_fields
	:invalid_field_type
	:token_too_large

Composes With
	to_header

# descripex:contract
%{
  params: %{
    encoded: %{
      description: "Base64url-encoded JSON session receipt string",
      kind: :value
    }
  },
  errors: [:invalid_base64, :invalid_json, :missing_required_fields,
   :invalid_field_type, :token_too_large],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:to_header]
}

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Create a new Tempo session receipt with defaults for method/intent/status/timestamp.
Parameters
	opts - Keyword list with :challenge_id, :channel_id, :accepted_cumulative, :spent (all required), and optional :timestamp, :units, :tx_hash. :reference defaults to channel_id. (value)

Returns
SessionReceipt struct with method "tempo", intent "session", status "success", RFC 3339 timestamp, and reference mirroring channel_id (struct)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Keyword list with `:challenge_id`, `:channel_id`, `:accepted_cumulative`, `:spent` (all required), and optional `:timestamp`, `:units`, `:tx_hash`. `:reference` defaults to `channel_id`.",
      kind: :value
    }
  },
  returns: %{
    type: :struct,
    description: "SessionReceipt struct with method `\"tempo\"`, intent `\"session\"`, status `\"success\"`, RFC 3339 timestamp, and `reference` mirroring `channel_id`"
  }
}

  



  
    
      
    
    
      to_header(receipt)



        
          
        

    

  


  

      

          @spec to_header(t()) :: String.t()


      


Encode a session receipt to a base64url JSON string (no padding) for the Payment-Receipt header.
Parameters
	receipt - SessionReceipt struct to encode (value)

Returns
Base64url-encoded JSON string (string)
Composes With
	from_header

# descripex:contract
%{
  params: %{
    receipt: %{description: "SessionReceipt struct to encode", kind: :value}
  },
  returns: %{type: :string, description: "Base64url-encoded JSON string"},
  composes_with: [:from_header]
}

  


        

      


  

    
MPP.Plug 
    



      
Plug middleware implementing the MPP 402 payment handshake.
Mount this plug in any Phoenix or Plug router to gate endpoints behind
payment. Each route gets its own pricing via plug opts — no global config.
Single-Method Usage
plug MPP.Plug,
  secret_key: "your-hmac-secret",
  realm: "api.example.com",
  method: MyApp.Payments.Stripe,
  amount: "1000",
  currency: "usd"
Multi-Method Usage
Accept multiple payment methods per endpoint. Each method can have its own
pricing and config. The 402 response includes one WWW-Authenticate header
per method; the agent picks whichever it can pay with.
plug MPP.Plug,
  secret_key: "your-hmac-secret",
  realm: "api.example.com",
  methods: [
    [method: MyApp.Payments.Stripe, amount: "1000", currency: "usd",
     method_config: %{"stripe_secret_key" => "sk_..."}],
    [method: MyApp.Payments.Tempo, amount: "950", currency: "usd"]
  ]
Flow
	Request without Authorization: Payment → 402 with WWW-Authenticate challenge(s)
	Client pays off-band, retries with Authorization: Payment <credential>
	Valid credential → request passes through with Payment-Receipt header + receipt in assigns
	Invalid credential → 402 with fresh challenge(s) + RFC 9457 error body

Shared Options
	:secret_key — (required) HMAC-SHA256 key for challenge binding
	:realm — (required) server protection space
	:expires_in — (optional) challenge TTL in seconds (integer, defaults to 300)
	:digest — (optional) expected content digest for body-bound challenges
	:opaque — (optional) base64url-encoded server correlation data
	:store — (optional) shared MPP.Tempo.Store replay-protection store

Single-Method Options
	:method — (required) module implementing MPP.Method
	:amount — (required) price in base units (string)
	:currency — (required) currency code (string, normalized to lowercase)
	:recipient — (optional) payment recipient identifier
	:description — (optional) human-readable description
	:external_id — (optional) merchant reference ID included in the challenge request
	:method_config — (optional) server-only config map for verify/2

Multi-Method Options
	:methods — (required) list of keyword lists, each with per-method opts:
:method, :amount, :currency, and optionally :recipient,
:description, :external_id, :method_config
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        call(conn, config)

      


        Runs the MPP 402 payment handshake for the current request.



    


    
      
        init(opts)

      


        Builds validated plug configuration from options at init time.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, config)



        
          
        

    

  


  

      

          @spec call(Plug.Conn.t(), MPP.Plug.Config.t()) :: Plug.Conn.t()


      


Runs the MPP 402 payment handshake for the current request.
Returns 402 with fresh challenges when no valid credential is present;
halts with an RFC 9457 problem body on verification failure; otherwise
passes the connection through with :mpp_receipt assigned and a
Payment-Receipt response header.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @spec init(keyword()) :: MPP.Plug.Config.t()


      


Builds validated plug configuration from options at init time.
Normalizes single- or multi-method opts into a %Config{} with one
MethodEntry per accepted payment method. Raises on missing required
options or duplicate method names.

  


        

      


  

    
MPP.Plug.Config 
    



      
Validated configuration for MPP.Plug.
Built once at init time from plug opts. Holds shared endpoint settings
and a list of MethodEntry structs — one per accepted payment method.

      


      
        Summary
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          @type t() :: %MPP.Plug.Config{
  digest: String.t() | nil,
  expires_in: pos_integer(),
  method_entries: [MPP.Plug.MethodEntry.t()],
  opaque: String.t() | nil,
  realm: String.t(),
  secret_key: String.t(),
  store: module() | {module(), keyword()} | nil
}


      



  


        

      


  

    
MPP.Plug.MethodEntry 
    



      
Per-method configuration within a multi-method endpoint.
Holds the pre-computed charge, base64url request string, and server-only
config for a single payment method.

      


      
        Summary
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %MPP.Plug.MethodEntry{
  charge: MPP.Intents.Charge.t(),
  method: module(),
  method_config: map(),
  request: String.t()
}


      



  


        

      


  

    
MPP.Receipt 
    



      
Payment receipt — proof-of-payment returned in the Payment-Receipt header.
A receipt confirms that payment was verified successfully. It is serialized
as base64url-encoded JSON (no padding) for transport in HTTP headers.
Receipts only represent success. Payment failures are communicated via
HTTP 402 responses with RFC 9457 Problem Details (see MPP.Errors).
Fields
	status — always "success"
	method — payment method name (e.g., "stripe", "tempo")
	timestamp — RFC 3339 datetime string
	reference — method-specific payment reference (PaymentIntent ID, tx hash, etc.)
	external_id — optional, echoed from the credential payload

API Functions
	Function	Arity	Description	Param Kinds
	decode	1	Decode a base64url JSON string into a receipt.	encoded: value
	encode	1	Encode a receipt to a base64url JSON string (no padding) for the Payment-Receipt header.	receipt: value
	new	1	Create a new receipt with defaults for status and timestamp.	opts: value
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    Functions
  


    
      
        decode(encoded)

      


        Decode a base64url JSON string into a receipt.



    


    
      
        encode(receipt)

      


        Encode a receipt to a base64url JSON string (no padding) for the Payment-Receipt header.



    


    
      
        new(opts)

      


        Create a new receipt with defaults for status and timestamp.
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          @type t() :: %MPP.Receipt{
  external_id: String.t() | nil,
  method: String.t(),
  reference: String.t(),
  status: String.t(),
  timestamp: String.t()
}
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      decode(encoded)



        
          
        

    

  


  

      

          @spec decode(String.t()) :: {:ok, t()} | {:error, atom()}


      


Decode a base64url JSON string into a receipt.
Parameters
	encoded - Base64url-encoded JSON receipt string (value)

Returns
{:ok, receipt} on success, {:error, reason} on failure (tagged_tuple)
Errors
	:invalid_base64
	:invalid_json
	:missing_required_fields

Composes With
	encode

# descripex:contract
%{
  params: %{
    encoded: %{
      description: "Base64url-encoded JSON receipt string",
      kind: :value
    }
  },
  errors: [:invalid_base64, :invalid_json, :missing_required_fields],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, reason}` on failure"
  },
  composes_with: [:encode]
}

  



  
    
      
    
    
      encode(receipt)



        
          
        

    

  


  

      

          @spec encode(t()) :: String.t()


      


Encode a receipt to a base64url JSON string (no padding) for the Payment-Receipt header.
Parameters
	receipt - Receipt struct to encode (value)

Returns
Base64url-encoded JSON string (string)
Composes With
	decode

# descripex:contract
%{
  params: %{receipt: %{description: "Receipt struct to encode", kind: :value}},
  returns: %{type: :string, description: "Base64url-encoded JSON string"},
  composes_with: [:decode]
}

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Create a new receipt with defaults for status and timestamp.
Parameters
	opts - Keyword list with :method (required), :reference (required), :external_id (optional), :timestamp (optional, defaults to now) (value)

Returns
Receipt struct with status "success" and RFC 3339 timestamp (struct)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Keyword list with `:method` (required), `:reference` (required), `:external_id` (optional), `:timestamp` (optional, defaults to now)",
      kind: :value
    }
  },
  returns: %{
    type: :struct,
    description: "Receipt struct with status `\"success\"` and RFC 3339 timestamp"
  }
}

  


        

      


  

    
MPP.Telemetry 
    



      
Server-side payment observability via standard :telemetry events.
Mirrors the reference SDK payment-event-hooks surface
(challenge.created, payment.failed, payment.success) as Elixir
telemetry events at challenge, verification, and receipt boundaries.
Payloads are safe to log — no raw credentials or payment proof appear in
metadata; only challenge IDs, method/intent names, charge amounts, and
high-level error or receipt outcomes.
Events
	[:mpp, :challenge] — challenge issued (402 response / retry)
	[:mpp, :verify, :start] — credential verification began
	[:mpp, :verify, :ok] — verification succeeded
	[:mpp, :verify, :fail] — verification failed
	[:mpp, :receipt] — receipt produced after successful verification

Measurements on [:mpp, :verify, :ok] and [:mpp, :verify, :fail] include
:duration (native monotonic time from start to outcome).
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          @type metadata() :: map()
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          @type monotonic_time() :: integer()


      



  


        

      


  

    
MPP.Tempo.ConCacheStore 
    



      
Built-in ETS-based dedup store using ConCache (TTL-enabled ETS wrapper by Saša Jurić).
Backed by the con_cache dependency. This store is started automatically by
the :mpp application as the default dedup store (replay protection on by
default — issue #7), so most single-node deployments need no setup.
Setup (custom instances)
To run an additional/renamed instance, add it to your supervision tree:
children = [
  MPP.Tempo.ConCacheStore.child_spec(name: :my_dedup, ttl: to_timeout(minute: 10))
]
Then pass in method_config:
plug MPP.Plug,
  method: MPP.Methods.Tempo,
  method_config: %{
    "rpc_url" => "https://rpc.moderato.tempo.xyz",
    "store" => MPP.Tempo.ConCacheStore
  }
If you override the cache name in your supervision tree, pass the same name in
method_config:
children = [
  MPP.Tempo.ConCacheStore.child_spec(name: :my_custom_dedup, ttl: to_timeout(minute: 10))
]

plug MPP.Plug,
  method: MPP.Methods.Tempo,
  method_config: %{
    "rpc_url" => "https://rpc.moderato.tempo.xyz",
    "store" => {MPP.Tempo.ConCacheStore, name: :my_custom_dedup}
  }
TTL and Challenge Expiry
The store's TTL must be ≥ your challenge expires_in to prevent replay.
If the cache evicts a tx hash before the challenge expires, the same tx can
be replayed. A good default is 2× the challenge expiry.
Example: if your Plug uses expires_in: 300 (5 min), set the store TTL to
at least to_timeout(minute: 10).
Options
	:ttl — time-to-live for entries in milliseconds. Default: 10 minutes (2× the
default Plug expires_in of 300 seconds).
	:name — registered name for the ConCache process. Default: :mpp_tempo_dedup.
Override to avoid child ID collisions if your app already supervises other
ConCache instances.
	:ttl_check_interval — how often to sweep expired entries. Default: 30 seconds.
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        check_and_mark(key, value)

      


        Atomically reserves a dedup key in the default ConCache.



    


    
      
        check_and_mark(key, value, opts)

      


        Atomically reserves a dedup key, optionally using a non-default ConCache name from opts.



    


    
      
        child_spec(opts \\ [])

      


        Returns a child spec for the ConCache process.



    


    
      
        get(key)

      


        Looks up a dedup key in the default ConCache.



    


    
      
        get(key, opts)

      


        Looks up a dedup key, optionally using a non-default ConCache name from opts.



    


    
      
        put(key, value)

      


        Stores a dedup key in the default ConCache.



    


    
      
        put(key, value, opts)

      


        Stores a dedup key, optionally using a non-default ConCache name from opts.
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      check_and_mark(key, value)



        
          
        

    

  


  

      

          @spec check_and_mark(String.t(), term()) :: :ok | {:error, :already_exists}


      


Atomically reserves a dedup key in the default ConCache.

  



  
    
      
    
    
      check_and_mark(key, value, opts)



        
          
        

    

  


  

      

          @spec check_and_mark(String.t(), term(), keyword()) :: :ok | {:error, :already_exists}


      


Atomically reserves a dedup key, optionally using a non-default ConCache name from opts.
Same as check_and_mark/2 when opts is [].

  



    

  
    
      
    
    
      child_spec(opts \\ [])



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a child spec for the ConCache process.
Start under your application's supervision tree:
children = [
  MPP.Tempo.ConCacheStore.child_spec(ttl: :timer.minutes(10))
]
The child spec id is {MPP.Tempo.ConCacheStore, name} to avoid collisions
with other ConCache instances in the same supervisor.
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          @spec get(String.t()) :: {:ok, term()} | :not_found


      


Looks up a dedup key in the default ConCache.

  



  
    
      
    
    
      get(key, opts)



        
          
        

    

  


  

      

          @spec get(
  String.t(),
  keyword()
) :: {:ok, term()} | :not_found


      


Looks up a dedup key, optionally using a non-default ConCache name from opts.
Same as get/1 when opts is [].

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @spec put(String.t(), term()) :: :ok


      


Stores a dedup key in the default ConCache.

  



  
    
      
    
    
      put(key, value, opts)



        
          
        

    

  


  

      

          @spec put(String.t(), term(), keyword()) :: :ok


      


Stores a dedup key, optionally using a non-default ConCache name from opts.
Same as put/2 when opts is [].

  


        

      


  

    
MPP.Tempo.Store behaviour
    



      
Behaviour for transaction dedup stores used by MPP.Methods.Tempo.
Prevents replay attacks by tracking which transaction hashes have already
been used. HMAC-bound challenges prevent cross-request replay; this store
prevents a client from resubmitting the same signed transaction within
the store's TTL window.
Important: The store's TTL must be ≥ your challenge expires_in to
ensure a tx hash cannot be evicted and replayed while the challenge is
still valid. A good default is 2× the challenge expiry.
Built-in Store
MPP.Tempo.ConCacheStore provides an ETS-based implementation with automatic
TTL expiry via ConCache. It is started by the :mpp application as the default
store, so replay protection is on out of the box (issue #7). For most
single-node deployments this is all you need; for multi-node, configure a shared
backend (Redis/Postgres) as your :store.
Custom Implementations
Implement this behaviour with your choice of backend (Redis, database, etc.)
for custom needs. Store lifecycle and cleanup are the consumer's responsibility.
Deployment Strategies
The store choice depends on your deployment topology:
	Single node: ConCacheStore is sufficient — all requests hit the same ETS table.
	Multi-node with sticky routing: If your load balancer pins clients to specific
nodes (e.g., Fly.io's fly-replay with cookie-based sticky sessions, or consistent
hashing by session ID), per-node ConCacheStore is effectively global — the same
client always hits the same node's store.
	Multi-node without sticky routing: Use a shared backend (Redis, Postgres)
to ensure a tx replayed on a different node is still caught.

Keys are formatted as "mpp:charge:<lowercase_hex_value>" where the value is
the transaction hash (for type="hash") or the full serialized transaction
hex (for type="transaction").
Example
defmodule MyApp.PaymentStore do
  @behaviour MPP.Tempo.Store

  def get(key) do
    case :ets.lookup(:payment_dedup, key) do
      [{^key, value}] -> {:ok, value}
      [] -> :not_found
    end
  end

  def put(key, value) do
    :ets.insert(:payment_dedup, {key, value})
    :ok
  end

  def check_and_mark(key, value) do
    if :ets.insert_new(:payment_dedup, {key, value}) do
      :ok
    else
      {:error, :already_exists}
    end
  end
end
Then pass it in method_config:
plug MPP.Plug,
  method: MPP.Methods.Tempo,
  method_config: %{
    "rpc_url" => "https://rpc.moderato.tempo.xyz",
    "store" => MyApp.PaymentStore
  }
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    Callbacks
  


    
      
        check_and_mark(key, value)

      


        Atomically check if a key exists and mark it if not.



    


    
      
        get(key)

      


        Look up a key in the store.



    


    
      
        put(key, value)

      


        Store a key-value pair.



    





  
    Functions
  


    
      
        check_and_mark(store, key, value)

      


        Atomically check and mark a key using either a store module or {MPP.Tempo.ConCacheStore, opts}.



    


    
      
        default_store()

      


        Return the default dedup store started by the :mpp application.



    


    
      
        get(store, key)

      


        Look up a key using either a store module or {MPP.Tempo.ConCacheStore, opts}.



    


    
      
        put(store, key, value)

      


        Store a key-value pair using either a store module or {MPP.Tempo.ConCacheStore, opts}.



    


    
      
        resolve(store)

      


        Resolve a configured :store option to the store actually used at runtime.
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      store_ref()



        
          
        

    

  


  

      

          @type store_ref() :: module() | {module(), keyword()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      check_and_mark(key, value)



        
          
        

    

  


  

      

          @callback check_and_mark(key :: String.t(), value :: term()) ::
  :ok | {:error, :already_exists} | {:error, term()}


      


Atomically check if a key exists and mark it if not.
This is the critical operation for preventing concurrent replay attacks.
The store MUST implement it atomically (Redis SETNX, DB upsert with a unique
constraint, ConCache row isolation, etc.) so concurrent requests with the same
key are serialized — only the first succeeds.
Returns :ok if the key was not present and is now marked,
{:error, :already_exists} if the key was already present,
or {:error, reason} on store failure.
Required. A store that does not export check_and_mark/2 is rejected at
Plug.init / validate_config! — the library never falls back to a
non-atomic get/1 + put/2, which would leave a TOCTOU replay window
(see GHSA-w8j7-7qc3-5f24).

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @callback get(key :: String.t()) :: {:ok, term()} | :not_found | {:error, term()}


      


Look up a key in the store.
Returns {:ok, value} if found, :not_found if the key doesn't exist,
or {:error, reason} on store failure.

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @callback put(key :: String.t(), value :: term()) :: :ok | {:error, term()}


      


Store a key-value pair.
Returns :ok on success or {:error, reason} on store failure.
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      check_and_mark(store, key, value)



        
          
        

    

  


  

      

          @spec check_and_mark(store_ref(), String.t(), term()) ::
  :ok | {:error, :already_exists} | {:error, term()}


      


Atomically check and mark a key using either a store module or {MPP.Tempo.ConCacheStore, opts}.

  



  
    
      
    
    
      default_store()



        
          
        

    

  


  

      

          @spec default_store() :: module()


      


Return the default dedup store started by the :mpp application.
Replay protection is on by default (issue #7); this is the store
used when a method/plug is configured without an explicit :store.

  



  
    
      
    
    
      get(store, key)



        
          
        

    

  


  

      

          @spec get(store_ref(), String.t()) :: {:ok, term()} | :not_found | {:error, term()}


      


Look up a key using either a store module or {MPP.Tempo.ConCacheStore, opts}.

  



  
    
      
    
    
      put(store, key, value)



        
          
        

    

  


  

      

          @spec put(store_ref(), String.t(), term()) :: :ok | {:error, term()}


      


Store a key-value pair using either a store module or {MPP.Tempo.ConCacheStore, opts}.

  



  
    
      
    
    
      resolve(store)



        
          
        

    

  


  

      

          @spec resolve(store_ref() | nil | false) :: store_ref() | nil


      


Resolve a configured :store option to the store actually used at runtime.
	nil (absent / not configured) → the app-started default_store/0 (on by default)
	false → nil (explicit opt-out — no replay protection)
	any other ref → returned unchanged

Callers validate the ref separately (see each method's validate_store!/1);
this only applies the default-on / opt-out policy.

  


        

      


  

    
MPP.Verifier 
    



      
Transport-neutral payment credential verification.
Implements the full MPP verification pipeline — Tier-1 HMAC challenge binding
(server-realm provenance + expiry), Tier-2 pinned-field safety net, and
method-specific verification — without any HTTP or transport dependency.
MPP.Plug delegates to this module for HTTP transport. MPP.Mcp and
the client SDK (Phase 12) can use it directly for JSON-RPC and other
transports.
Usage
opts = [
  secret_key: "hmac-secret",
  realm: "api.example.com",
  method: MyApp.Payments.Stripe,
  charge: charge,
  method_config: %{"stripe_secret_key" => "sk_..."}
]

case MPP.Verifier.verify(credential, opts) do
  {:ok, receipt} -> # payment verified
  {:error, %MPP.Errors{} = error} -> # verification failed
end
Options
	:secret_key — (required) HMAC-SHA256 key for challenge verification
	:realm — (required) expected server protection space
	:method — (required) module implementing MPP.Method
	:charge — (required) MPP.Intents.Charge.t() for this endpoint
	:method_config — (optional) server-only config map, default %{}
	:digest — (optional) expected endpoint digest value
	:opaque — (optional) expected endpoint opaque value

Verification tiers
Tier 1 — HMAC provenance using the server's configured realm (not the echoed
realm) plus expiry. Failures return :invalid_challenge or :payment_expired.
Tier 2 — Field-by-field pinning of the credential's echoed challenge against
this endpoint's configuration (realm, method, intent, request, digest, opaque).
Failures return :credential_mismatch so callers can distinguish replay attacks
from corrupt credentials.
API Functions
	Function	Arity	Description	Param Kinds
	verify	2	Verify a payment credential against endpoint configuration. Transport-neutral.	credential: value, opts: value
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        verify(credential, opts)

      


        Verify a payment credential against endpoint configuration. Transport-neutral.
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          @spec verify(
  MPP.Credential.t(),
  keyword()
) :: {:ok, MPP.Receipt.t()} | {:error, MPP.Errors.t()}


      


Verify a payment credential against endpoint configuration. Transport-neutral.
Parameters
	credential - Parsed MPP credential with echoed challenge and payment payload (value)
	opts - Keyword list: :secret_key (HMAC key), :realm, :method (module), :charge (Charge.t()), :method_config (optional map) (value)

Returns
{:ok, receipt} on success, {:error, %Errors{}} on failure (tagged_tuple)
Errors
	:invalid_challenge
	:credential_mismatch
	:intent_mismatch
	:method_mismatch
	:payment_expired
	:realm_mismatch
	:request_mismatch
	:verification_failed

# descripex:contract
%{
  params: %{
    opts: %{
      description: "Keyword list: :secret_key (HMAC key), :realm, :method (module), :charge (Charge.t()), :method_config (optional map)",
      kind: :value
    },
    credential: %{
      description: "Parsed MPP credential with echoed challenge and payment payload",
      kind: :value
    }
  },
  errors: [:invalid_challenge, :credential_mismatch, :intent_mismatch,
   :method_mismatch, :payment_expired, :realm_mismatch, :request_mismatch,
   :verification_failed],
  returns: %{
    type: :tagged_tuple,
    description: "`{:ok, receipt}` on success, `{:error, %Errors{}}` on failure"
  }
}

  


        

      


  

    
mix mpp.demo 
    



      
Starts a local HTTP server demonstrating the full MPP 402 payment flow.
No real payment credentials needed — a magic "demo-token" payload succeeds.
mix mpp.demo
mix mpp.demo --port 8080
Options
	--port — port to listen on (default: 4402)

What It Does
	Starts a Bandit server with MPP.Demo.Router
	GET /resource returns a 402 challenge with WWW-Authenticate: Payment
	Retry with Authorization: Payment <credential> to get a 200 with Payment-Receipt
	The startup banner includes copy-paste curl commands

Requirements
Bandit must be available (it's a :dev dependency of mpp). If you're using
mpp as a library dependency, add {:bandit, "~> 1.10", only: :dev} to your deps.

      




  

    
mix mpp.manifest 
    



      
Generates a static api_manifest.json from the library's descripex annotations.
The manifest is a JSON-serializable representation of every public function
in the library — params, return types, errors, specs, and descriptions.
Suitable for agent discovery, validators, and API generation.
mix mpp.manifest
mix mpp.manifest path/to/output.json
Uses MPP.__descripex_modules__/0 as the single source of truth for which
modules to include. Output defaults to api_manifest.json in the project root.
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